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Abstract

A Feasibility Study of Distributed Spectrum Sensing using Mobile Devices
by
Udit Kumar Gupta

Master of Science
in

Computer Science

Stony Brook University
2015

Given the exponential increase in mobile data traffic, there is a growing fear of an im-
pending spectrum crunch. Shared use of the so-called ‘Whitespace’ spectrum offers a
solution. Whitespace spectra are those that are already licensed for specific use but is
understood to be ill-utilized over space and time. Examples include spectra used by ter-
restrial TV broadcast or various radars. Shared use of such Whitespace spectra requires
that incumbent licensed devices (primary) would have priority. One straightforward
mechanism to detect the existence of primary transmissions is spectrum sensing. We
are envisioning a spectrum sensing model where mobile devices have built-in spectrum
sensing capabilities and upload such data on a cloud-based server that in turn builds a
spatial map of spectrum occupancy. This enables spatial granular data collection via

crowd-sourcing, for example.

However, such mobile device-based spectrum sensing is challenging as the mobile devices
are generally resource constrained. On the other hand, spectrum sensing is energy and
computation intensive. In this thesis, we perform a measurement study to understand
the general feasibility of the mobile sensing approach. For the experiments, we use sev-
eral low-power software radio platforms that are powered by USB so that they can be
interfaced to a mobile phone/tablet class device with an appropriate USB support. We
develop appropriate software/hardware testbeds to carry out latency and energy mea-
surements for mobile-based spectrum sensing on such platforms for a suite of well-known
sensing algorithms operating in the TV white space. We describe the setup, discuss in-
sights gained from these measurements and different possible optimizations such as the
use of pipelining or use of GPU. Finally, we demonstrate the end-to-end operation by
showcasing a system comprising of i) a number of distributed mobile spectrum sensors
and ii) an indoor small cell comprising of an access point and client device (secondaries)

operating in TV band iii) and a cloud-based spectrum server that builds spectrum map
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based on collected sensing data and instruct/allow secondaries to operate in multiple

non-interfering Whitespace channels based on availability at the location.
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Chapter 1

Introduction

With the continuous growth in the number of smartphone users worldwide, there is an
exponential growth in global mobile data traffic as well, and it is expected to grow even
more exponentially in coming years. As per [1], global mobile data traffic will increase
at a compound annual growth rate (CAGR) of 57 percent from 2014 to 2019, reaching
24.3 exabytes per month by 2019. Also, the number of mobile-connected devices are
soon expected to exceed the number of people on earth [1]. It can potentially lead to
the problem of spectrum crunch (the lack of sufficient frequencies to support the data

needs of mobile devices).

Dynamic Spectrum Access (DSA) [2] [3] [4] [5] offers a solution to this problem by de-
scribing set of technologies where multiple alternate and underutilized radio spectrum
bands can be opportunistically used to transmit data. Next generation self-configuring
networks are being envisioned where a network can operate in multiple wireless tech-
nologies in different frequency bands. Users can exploit these bands as per the data
need in an opportunistic manner. The original Licensed users of these spectrum bands
are referred to as primary users [6] while secondaries are potential users of the available
free spectrum (spectrum holes or Whitespaces) where no transmission is taking place
by primary users. As soon as primary users begin transmitting on same channel/fre-
quency, secondary must leave the system so as to avoid the interference. It opens up the
challenge of monitoring these Whitespaces by secondary devices in an efficient manner.
TV Whitespace spectrum is the first widely accepted opportunity that can be used for
dynamic spectrum sharing and many systems/techniques are already in place to monitor
the spectrum holes for secondary use. In next section, we describe TV Whitespace in

detail.



1.1 TV Whitespace

TV Whitespace refers to the unused or underutilized frequencies in VHF and UHF
television broadcast spectrum/band that can be used for the dynamic spectrum access
purpose. Not all of channels operating at these frequencies are used at same time/loca-

tion. This makes TV Whitespace an excellent choice for dynamic spectrum access.
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FIGURE 1.1: Anatomy of an TV signal

In the United States, TV signal follow ATSC standards [7] and are divided into two
bands - VHF and UHF. Most of this TV Whitespace in the US lies in UHF band.
Recent FCC ruling [8] has also allowed access to these television frequencies in a shared
opportunistic manner keeping primary' to be on priority. The UHF band available for
shared use contains channel 14 to channel 51, starting from 470 MHz as lower frequency
edge. Each channel width is 6 MHz and a channel presence, in general, can be detected
by an ATSC Pilot at 300 KHz away from the lower edge of the channel. Figure 1.1 show
a real scan results using RTL-SDR TV dongle over the UHF TV band in the Stony Brook
city, New York. The presence of a TV signal (or primary) can be detected by higher
power value over the threshold. An high power value means primary is transmitting
over this channel, and any secondary device can not use this channel. We need to find
those holes or Whitespaces where the TV signal power is so low that it can not interfere
with the primary station. In Figure 1.1, channel 19 is available for use as Whitespace

while channel 23 is being used as TV channel and can not be used for secondaries.

ncumbent spectrum users like TV broadcasters, public safety, microphone users, etc are some
examples of primary TV band devices.



Channel Frequency
Number Range(MHz)
5 76-82

6 82-88

26 542-548

51 692-698

TABLE 1.1: Whitespace Channel Availability for TV Spectrum in Stony Brook, as
given by Spectrum Bridge

We need mechanisms to exploit these TV Whitespaces in an efficient manner. Avail-
ability of these Whitespaces has been found to be very precious in space and time but
discovering them is very hard without actual spectrum sensing. As seen in Table 1.1
and 1.2, Spectrum Bridge(in time) [9] lists 4 TV channels as Whitespace (out of 51)
while Google Spectrum Database(in space)[10] marks the same information on the map
and lists only two channels (channel 5 and 6) for the city of Stony Brook in New York
State. The work in [11] also highlights that the Whitespace presence has an inverse
relation to the population density where the potential spectrum crunch probability is
highest. This makes the problem even more challenging so we can not afford to lose
the spectrum awareness information due to some faulty techniques. We need to come
up with effective spectrum measurement procedures that would allow us to monitor the
spectrum in real-time, are less error prone and also enable us to detect the unauthorized

spectrum usage as well.

1.2 Measuring Whitespaces in Traditional Approach

The recommended solution by Federal Communications Commission(FCC) to measure
the TV band spectrum occupancy is to use online spectrum databases that provides a
list of Whitespace channels available for secondary use at a given location. Figure 1.1
and 1.2 show available TV Whitespace channels, as obtained from two such popular
databases - Spectrum Bridge [9] and Google Spectrum Database [10]. However, these
propagation modeling based databases provide poor estimates of Whitespace and are
prone to many errors, especially in urban areas[12] [13] [14] [15]. These databases es-
timates the protection regions ? for each TV channel based on certain TV transmitter
attributes and some well-known statistical models 3, although some attributes are known

to significantly influence the database accuracy (like use of average terrain instead on

2Secondary devices are allowed to transmit only outside this area
3F-curves [16] in case of SpectrumBridge, as recommended by FCC
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fine -grained terrain for SpectrumBridge) [17]. Further, many of the measurement works
in recent past have also pointed out various limitations of using propagation models for
predicting Whitespace channel availability [18] [19] [12] [13] [14] [15]. We need to perform
actual spectrum sensing and populate/augment these databases with real measurements

data [17] for better realization about Whitespace channel availability.
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FicUure 1.2: TV Whitespace Availability for Stony Brook Area, as given by Google
Spectrum Database

Existing solutions for real-time spectrum monitoring majorly rely on static spectrum
sensors deployment. Many well-known system designs are already in place which put
these static sensors at predefined locations and network them together to bring data to
a central repository for generating spectrum occupancy map [20] or radio environment
map(REM). However, the the bulky and costly 4 nature of these spectrum sensors makes
them infeasible to use for real-time spectrum monitoring applications where we need
high granular measurements, as in case of detecting TV Whitespace availability [22]
[23] [24]. Recent works [15] have also deployed similar sensors in public vehicles to
collect real-time data so as to validate the location of primary and secondary devices and
determine the channel quality. Also, there are systems in place that talk about deploying
these sensors at access points locations for exploiting TV Whitespaces [25]. All these
solutions do not provide enough granularity for evaluating the spatio-temporal usage
patterns of TV spectrum and detecting unauthorized signal presence in the context of
TV Whitespace. We need more granular measurements in an efficient manner for better

spectrum awareness. Using commodity mobile devices for spectrum sensing purpose

“For e.g. Rohde and Schwarz, FSU50-B25-K40 spectrum analyzer costs about $ 75000 [21], more
than two orders of magnitude compared to USRP B210, the most expensive device in our study and
almost three orders of magnitude higher than an RTL-SDR dongle, the least expensive device in this
work



(called mobile spectrum sensing) provides a viable alternative leveraging the ubiquitous

nature of these devices. We discuss mobile spectrum sensing in detail in next section.

1.3 Owur Approach: Mobile Spectrum Sensing

We discussed in last section that there is a need for fine-grained real-time data col-
lection/measurements for better spectrum management that is not feasible with the
traditional measures of Whitespace occupancy/detection techniques. Mobile devices are
ubiquitous in nature and have the advantage of going everywhere. Mobile spectrum sens-
ing thus envision a future scenario where these mobile devices have spectrum sensing
ability and can report the real-time measurement data to a central agency (cloud-based
server) that can build a spectrum occupancy map based on the collected data. This
can enable highly granular data collection with crowdsourcing like techniques and can
be very useful, particularly in situations where the need for spectrum sensing is high.
Availability of these TV Whitespaces infrequently changes over space, so we do not need
to distribute the task of spectrum sensing to all sensing devices at a location, rather only
few devices in a single geographical region may serve the purpose. Spectrum sensing can
also be used in conjunction with databases with only modest amount of measurements
[17]. TV Whitespace availability is also infrequent in time. So, we do not need spectrum
information every time. Rather, mobile sensors can be asked to upload information af-
ter some regular interval of time. Further, [26] also discusses that using mathematical
5

prediction algorithms techniques like interpolation °, mobile sensors can perform the

sensing task with similar accuracy in an infrequent spatial manner.

Looking at all this information, mobile spectrum sensing seems like a good alternative
to explore for measuring Whitespace availability. These mobile devices currently lack
appropriate interfaces to carry out the spectrum sensing task in the context of TV
Whitespace, although some prototypes are already in place for building such a system.
[27] [28].

Recent advances in low-power ¢ low-cost 7 software defined radios (SDRs) have enabled
us to make a case for spectrum sensing task on mobile platforms with the help of small

form factor sensing devices. These low-cost small form factor sensing devices can be

®Interpolation is a numerical method for getting values at positions in between a known discrete set
of points. In the context of mobile spectrum sensing, interpolation can be used to predict the power
values at unknown points using only a set of known data points within an area

5The low-power here refers to the power consumed by radio front-end of SDRs in an idle state when
it is doing no useful work. We also verified that a typical RTL-SDR dongle device consumes two orders
of magnitude less power compared to ThinkRF - a well-known wideband spectrum analyzer [29], and
about three orders of magnitude less power compared to typical Agilent ESA E-series spectrum analyzer
[30], a popular industry standard for spectrum sensing.

"Compared to traditional static sensors discussed in last section

5



integrated with commodity mobile devices to realize a mobile spectrum sensor(MSS)
([26]. The work in [31] shows the statistics that putting lots of noisy low-cost sensors

can achieve similar accuracy compared to the high-end, costly sensors at few locations.

However, these mobile devices are resource constrained units and have limited compu-
tation capabilities. Sensing algorithms (or spectrum occupancy detection algorithms,
discussed in Chapter 3) may consume more time when running on these mobile plat-
forms which eventually makes the decision of spectrum occupancy go slower. Spectrum
sensing could also consume significant processing power as the radio front end could con-
sume significant energy so the feasibility of the whole idea could be uncertain as well.
So, these mobile spectrum sensors although seems to make a good case as a replacement
for costly, bulky and infrequent spectrum analyzers but we need to ensure that mobile
devices don’t run out of power soon and report/upload spectrum sensing data to the

central cloud-based server in a timely fashion so as to make a case for realistic scenario.

There are several other concerns regarding these low-cost low-power SDRs in general
in the context of mobile spectrum sensing. These low-cost SDRs are inherently noisy
and vary widely in different performance characteristics. The complete task of spectrum
sensing may also become slow in nature due to constrained sensing capabilities of these
devices. For example, A sensing device with low sampling rate scans less amount of
spectrum at once so it takes higher amount of time to scan a particular frequency range
as it needs to sweep the whole spectrum sequentially. So, it is important to understand

the various performance aspects of mobile spectrum sensing.

In this work, we do an extensive performance evaluation study for our mobile spectrum
sensor prototype utilizing modern small form factor and USB powered software defined
radios(SDRs). These off-the-shelf SDRs can be attached to mobile class of devices
(Smartphones, low-power development platforms, tiny computers and embedded devices,
etc) with appropriate USB support. We perform latency and energy measurements on
these mobile platforms for well-known sensing algorithms in TV Whitespace to detect
the TV signal with the help of suitable hardware and software testbeds. We also perform
similar experiments for USB powered SDRs to evaluate the performance of these low-
cost radios. We describe the experimental setup, associated challenges and present our
results from these measurements. We further discuss memory level optimizations to
save CPU cycles that improves the responsiveness of the system and further discuss
possible improvements utilizing mobile GPUs and applicability of similar systems in
wide-band sensing. Finally, we demonstrate such a system integrating mobile sensors
into a communication network operating in TV white-space band. The thesis exhibits

the feasibility of mobile spectrum sensing in real-time practical scenarios in a resource



constrained environment utilizing modern mobile platforms and low-cost USB powered

software radios.

1.4 Thesis Organization
The rest of the report is organized as follows:

e Chapter 2 discusses related work in the area of spectrum sensing and its perfor-

mance evaluation on existing platforms in the context of TV Whitespace.

e Chapter 3 discusses the design of a potential mobile spectrum sensor. We discuss
how we can form a mobile spectrum sensor by attaching a sensing and compute
unit in series. We also discuss different available choices and reasons to use them

as a compute or sensing unit in our study.

e Chapter 4 provides details about our testbed setups for various measures of latency
and energy related to the sensing and compute units. We explain our experimental
setups in detail, layout technical challenges, share evaluation results from our

observations and discuss arguments for the existing behavior.

e Chapter 5 discusses possible improvements and optimizations with the help of a
pipe-lining approach that can further improve the responsiveness of a compute
unit. We also discuss and explain our methodology for exploiting mobile phone
GPU’s for spectrum sensing purposes that can further optimize the latency of the
overall system. We conclude the chapter by listing different factors affecting the

performance of a compute unit in general.

e Chapter 6 demonstrates a system comprising of distributed mobile spectrum sen-
sors and a cloud-based spectrum server that build spectrum maps based on col-
lected sensing data and make decisions so as to detect the interference at sec-
ondaries location. It further allows Whitespace AP and client(secondaries) to
dynamically switch to a non-interfering channel, available in their cell/area in the
presence of an interferer that generates the traffic in same frequency/channel in
which the Whitespace AP and client were previously communicating with each

other).

e Chapter 7 concludes the thesis and discusses the future work.



Chapter 2

Related Work and Research
Scope

In academic research, while work has been done on various aspects related to TV Whites-
pace and spectrum sensing, still there is a lack of work on providing complete end-to-
end system for achieving the spectrum measurement in a realistic cost effective manner.
Many techniques have been proposed for fast, real-time and energy efficient spectrum
sensing [32] [33] [34] [35] [36] but performance realization of these systems has been
limited to specialized purpose system only, very few attempts are there for generic
performance measurements of these software radios. Some works have talked about
embedding sensing functionality into receiver designs but they have failed to provide a
complete realistic motivation to invest and build in such an ecosystem to achieve the
task [20] [12] [25] [37].

Our work does not talk about any specialized form of sensing in general like narrow-band
sensing [38] [39] [40] and wideband sensing [32] [41] [42] [36], rather we seek to evaluate a
framework for mobile spectrum sensing which can be applicable among multiple domains
of sensing and multiple type of devices. We also do not provide any novelty by attaching
low-costs sensing units with mobile devices [26], rather we are going one step forward
utilizing this platform along with other SDR devices and evaluating the platform for
various performance aspects to look at the feasibility of mobile spectrum sensing support

in general for future mobile devices.

In the context of performance evaluation, while there are numerous attempts for the
power and energy evaluation of mobile phones [43] and cellular networks [44], but there
is still less focus for the comprehensive evaluation study of spectrum sensing on mobile
devices. Some works proposes design of new software radio platforms with hardware

enhancements. [45] proposes the design of a software radio for the power, size and cost

8



optimization using flash based FPGAs while [46] proposes to develop a similar system
using highly-integrated radio front-ends and mixed-signal FPGA processing back-ends,
to be operated on a lithium battery. In our work, we do not talk about any hardware
redesign for these software radios but seek to evaluate and compare the performance of
these so called FPGA and Non-FPGA devices in general. The work in [47] although
claims to motivate the feasibility of low-cost and low-power sensing for versatile mobile
devices, it is restricted to the evaluation of sensing performance using analog SDR. front-
end and sensing functionality for DVB-T only. The work in [27] integrates a spectrum
sensor for the detection of primaries with old Nokia N900 phones, but concludes with
the need for the more practical testing with smart phone size devices to realize an mobile
spectrum sensor which is the central component of our work. A recent system [48] also
provides a prototype system for translating one’s mobile phone into a spectrum analyzer
using WiFi to collect spectrum measurements, and leveraging the frequency translator
for extending the sensing range but still the question about the feasibility of mobile

spectrum sensing in real time scenario remains the same.

A Recent work [49] provides evaluation study of spectrum sensing on commodity mobile
devices. Although both works share the same goal at high level, our work focus on
the latency and energy measurements of mobile and sensing devices along with possible
optimizations while the work in [49] is mainly focused on signal detection accuracy. Also,
their system includes an RTL-SDR dongle along with a smartphone and mobile device
and performance have been compared with USRP, we seek to compare the performance
of multiple heterogeneous mobile and sensing devices in our work in the context of TV

Whitespace.

Work in [50] discusses design of a low-cost sensor platform for wideband sensing and talk
about utilizing both CPU and GPU of a laptop like device for the purpose of spectrum
sensing. We have used the low-power mobile platforms for our work (including GPU)
rather than the laptop. Also, We have done an individual component analysis of CPUs
and GPUs for latency and energy measurements while the previous work has shared

only the final overall performance results.

The last part of our work - An actual system capable of running in TV Whitespace can
be assumed to be similar to the work in [25] which propose a dual technology architecture
for wide-area wireless users. It extends the functionality of indoor APs to communicate
over two bands — the cellular operator’s own band using traditional approach, and the
TV Whitespace spectrum for opportunistic use. Although putting complete system in
place really motivates the same idea but the paper does not address any performance
issue about the mobile spectrum sensors that are the major concern of these mobile

sensors and our primary goal is to understand the behavior of such system in general.



These systems can further utilize a crowd-sourcing like scenario for getting spectrum
sensing information at a high granularity and allocating task to these sensors in an

optimal manner. [51] [52]

In a nutshell, The focus of this work is to perform a feasibility analysis to provide com-
plete end-to-end system design in the UHF TV band using commodity mobile devices.
Specifically, this work seeks to produce a sensor prototype that is capable of meeting the
realistic scenarios, and that does so with a low-power overhead appropriate for mobile
applications. This design is targeted solely as a guideline for next generation receiver
front-end design on mobile phones for sensing as well as computation (capable of decod-
ing data) functionality but a fully-functional receiver design is outside the scope of this

work.

10



Chapter 3

Mobile Spectrum Sensor

In this chapter, we propose a logical abstraction for our mobile spectrum sensor. We
envision about a future mobile device with spectrum sensing capabilities. We define the
behavior of such a device by logically partitioning the functionality (based on individual
behavior) into three units: a) sensing unit, b) compute unit and c¢) a communication

interface.

Spectrum Sensing Interface

\ Sensing Compute

S T | o o .
N @/
\ / P

/ Internet Cloud Server

Communication Interface

Mobile Spectrum Sensor

FIGURE 3.1: Mobile Spectrum Sensor Block Diagram

The sensing unit consists of a radio unit that can scan the desired frequency range
(spectrum) and get the digitized 1Q samples. These IQ samples are passed to the
associated compute unit for further processing. The communication interface can talk
to remote cloud-based spectrum server for instruction regarding what spectrum to sense,
what parameters to tune to, etc. This interface can also report back the results to the

spectrum server. The Compute unit handles the actual processing, to make the most
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accurate decision than current existing solutions about the spectrum situation at a

particular location and time.

3.1 Mobile Spectrum Sensor Architecture

In this section, we discuss in detail about the architecture of our mobile spectrum sensor
prototype. We describe our realization of individual units present in this system and

then discuss in detail various options considered for sensing and compute unit.

Figure 3.1 shows the block diagram and logical working of a mobile spectrum sensor. To
understand it at a very high level, Sensing unit is capable of sensing TV band frequencies
(The mobile spectrum sensing is a more general idea than TV band. We are doing TV
band as these are the only sensors available to us on USB). It passes IQ samples to the
compute unit for further processing. Compute unit process the received 1Q samples and
makes a decision about Whitespace availability (in TV band). Communication Interface
pass instructions obtained (from spectrum server) to the sensing unit, get results from

compute unit and pass them back to the spectrum server.

3.1.1 Sensing Unit

We have the vision to have an on-chip sensor embedded in the compute device for
spectrum sensing in the future. Although there is no reason for not being able to
put together a system with the required chipset having spectrum sensing support on
a small form factor computing platform, there exists no practical implementation for
these systems. For spectrum sensing evaluation purposes on mobile platforms, we need
to develop a testbed and thus we develop a prototype by attaching off-the-shelf SDRs
as sensing units externally to the compute unit for performing the task of spectrum
sensing. These low-power USB SDRs are low-cost commodity devices, readily available
in the market and allow us to make a low-cost sensing unit for our mobile spectrum sensor

prototype. We use the same setup over the course of this thesis for all experiments.

Another main reason to choose these SDRs as sensing units for our work is that these
all devices can be powered from USB bus and thus can potentially provide a platform
for mobile experiments as almost all of compute platform available today comes with
a built-in USB support. We have chosen all such platforms currently available in the

market.

For our purposes, sensing unit is nothing but a general software radio capable of scanning

a desired frequency range. All these sensing devices are very heterogeneous by nature and
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have different capabilities, architecture and limitations. Some factors highlighting the
heterogeneity among devices are - Resolution, Precision, Sensitivity, Highest Supported
Sample Rate, Supported frequency range, Hardware design consideration (FPGA or
Non-FPGA), USB bus interface type and latency overhead for individual hardware units,
etc. Consider, for e.g. Resolution, it describes the capability of a spectrum sensor to
define fine signal intervals. The fine would be the interval, the narrower would be
frequency range for a particular band. Similarly, consider the Precision - The USRP
B200 device have a 12-bit ADC compared to an RTL dongle device having 8-bit ADC,
so it is obviously more precise. Sensitivity of a sensor is the lowest SNR at which a
given target probability of error can be encountered. Some devices may have lower
sensitivity compared to others. [31] describes these factors in details and their impact
on the performance of our system. Figure 3.2 below lists below various SDRs used in

this work along with some of their characteristics.

We discuss all of them briefly here for our understanding. In later sections, we conduct
experiments based on the intuition developed from this knowledge and tried to make

the judgment whether these devices makes up for a case of real mobile spectrum sensor.

e RTL-SDR: A Cheap DVB-T Dongle based on the RTL2832U chip, can be used
as cheap SDR anywhere. Although low ADC Size may have an impact on the
precision, ease in operation and low-cost makes it a suitable spectrum sensor can-
didate. Also, it can not scan a whole range of frequencies and have low sample rate
so suitable only for narrowband sensing purpose, that too limited to a supported
radio spectrum range. It operates on USB2 unlike others so may also provide slow

data read speed.

e USRP B200: An FPGA-based device, highly used and known among the com-

munity. Better specifications of this device come with a high cost.

e USRP B210: Same as USRP B200 but support high clock precision and known
to be more accurate. It also has extra Tx/Rx ports that make it suitable for few
applications. It is probably the best sensing device (in terms of accuracy) among
all others in this work but this accuracy does not come cheap in hand. (The cost

for one unit of this device differs in about 400$ with respect to the USRP B200)

e BladeRF: Accuracy of this device is similar to USRP B200, but it comes with a
reduced cost. This reduction in cost counts on the low radio spectrum coverage
compared to USRP B200.

Although we discussed above that these devices vary in cost, some being highly costly

compared to others but these all sensing devices are still much cheaper compared to
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= Radio Spectrum: 24-1.7 GHz
ADC Size: 8 bit

Sample Rate: 2Msps
Interface: USB2

Radio Spectrum: 50MHz - 6GHz
ADC Size: 12 bit

Sample Rate: 61Msps

Interface: USB2/3

(A) RTL-SDR (B) USRP B200

Radio Spectrum: 50MHz - 6GHz
ADC Size: 12 bit

Sample Rate: 61Msps

Interface: USB2/3

# Radio Spectrum: 300MHz - 3.8GHz
.4 ADC Size: 12 bit

Sample Rate: 40Msps

Interface: USB2/3

(c) USRP B210 (D) BladeRF

FIGURE 3.2: Various SDRs used as Sensing Units

those used by the industry for real scanning purposes and we can completely rely on

them for our sensing purpose.

3.1.2 Compute Unit

The second component of our mobile spectrum sensor is the compute unit. Compute unit
takes raw I(Q) samples from the sensing unit and process them to remove the associated
noise and calculate the power spectrum density (power present at different frequencies
in the band of interest). This unit runs sensing algorithms on the obtained IQ) samples
to determine the presence or absence of TV signal or Whitespace. Like sensing unit,
compute unit can also be heterogeneous, but the factors describing differences among
them are somewhat different. Different compute unit are various commodity mobile
devices (such as smartphones or tablets), open hardware boards or low-power compute
platforms (Raspberry PI, Beaglebone black, Humming board, etc) that could be battery
powered and can be used as a proxy for a mobile device. Modern mobile devices have
high-end CPUs as well as many of them come equipped with GPUs. These architectural
benefits can also be exploited for latency improvements on these low-power devices. We

discuss them more in Chapter 4.
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In this section, we look at various options we have considered for our compute unit and
heterogeneous parameters that describe them. Some factors that describes heterogeneity
among compute devices are CPU clock rate, number of CPU cores, presence of graphical
cores (GPUs), RAM size, available storage and powering scenario (battery or external

power source).

We also look at briefly over the different spectrum sensing algorithms for reporting
spectrum occupancy. Later, we look at the performance aspects of these algorithms for

various compute units in discussion.

First, we list here different compute units used for our experiments. Figure 3.3 also

describe all of them along with specifications of interest.

e Nexus 5: One of the high-end smartphone available in market makes a perfect
case for a mobile compute unit. The phone has Quad-core Krait 40 processor with
2 GB physical memory and Adreno 330 GPU support. Although Google provided
limitations on the use of OpenCL(for GPU) and non-removable battery makes it
difficult to use for certain experiments. The phone also have the USB OTG !(On-
The-Go) support unlike its previous version Nexus 4 where the kernel does not

support it.

e Samsung Galaxy S4: Another good smartphone equipped with a quad-core
1.6GHz CPU along with 2GB RAM and USB OTG support. The phone also have
Adreno 320 GPU operating at 400MHz frequency and a removable battery and
makes it an excellent choice for experiments that were either not suitable or atleast

difficult to carry out with Nexus 5.

e Raspberry Pi 1: A tiny computer, widely popular for Internet of Things deserves
to be used as a compute unit. The device has 700 Mhz single-core CPU with just
256 MB of memory and also have USB support. Known to be slow in nature, may
not be suitable for all class of spectrum sensing devices in our experiments. This
may be the slowest device in our work but exploiting it efficiently for spectrum
sensing purpose in TV Whitespace and comparing the performance with that of a
high-end smartphone can help understand the need and performance requirements

of mobile spectrum sensing in a better manner.

e Beaglebone Black: Another tiny computer like Raspberry PI but with a better
performance. This device has 512MB DDR3 RAM along wiht 4GB 8-bit eMMC
on-board flash storage. The Processor present on this device is AA3358 ARM

Cortex-A8 with clock rate of 1GHz which makes it suitable to use for even software

!The USB OTG support is a must requirement for mobile device to support spectrum sensing as we
can attach the USB powered sensing unit with the mobile device over this interface only
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CPU: Quad-core 1.9GHz ARM
GPU: Adreno 320

OS: Android

Memory: 16/32/64 GB

RAM: 2GB

Power: 2600 mAh Battery, USB

(A) Samsung Galaxy S4

CPU: Single core 700 MHz ARM
OS: Raspbian

> Memory: 16GB sdcard

RAM: 512MB

Power: USB, 5V Power Supply

(¢) Raspberry PI

CPU: Quad-core 2.3GHz ARM

GPU: Adreno 320

OS: Android

Memory: 16GB

RAM: 2GB

Power: USB, Non Removable 2300mAh

(B) Nexus 5

CPU: Single core 1 GHz ARM
OS: Overwrite with Ubuntu/Debian
Memory: 64GB sdcard, 4GB Flash
RAM: 512MB

Power: USB, 5V Power Supply

(D) Beaglebone Black

FIGURE 3.3: Various Hardware platforms used as Compute Units

radios and applications that have high processing requirements and it was not

feasible to exploit them on Raspberry PI 1 for real time scenarios.

Before moving further, we need to define spectrum occupancy. Spectrum occupancy
can be defined as the task of finding out how much occupied is the spectrum - whether
a particular channel in a particular spectrum/band (TV band here) is being used by
primary or it is available to use as Whitespace for secondary devices. There are many
possible algorithms to find out the spectrum occupancy. All of them do not perform
well in all situations. Also, computation in a low-power sensing environment is another
challenging task. Below, we have briefly described the algorithms and in next chapter,
we look at the performance of all these algorithms on actual compute units so as to make
areal case. Different algorithms used for spectrum occupancy are described below. More

details can be seen in [31].

e Energy Based Detection: Calculate total energy contained in the TV channel, if
the total energy is more than the noise floor 2 of the device, report it as the presence

of TV signal else there is a Whitespace. Total energy in a TV channel can be

2Each sensing device has a noise floor that needs to be calibrated which can be performed offline
by operating the device in a known white space channel known beforehand and note the relative signal
strength. This signal strength can be used as the threshold and can be stored in the device or spectrum
server
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calculated by processing 1QQ samples to calculate the Fast Fourier Transform(FFT)
3 [53] and then summing up the power spectral density of all the FFT bins in
desired frequency range. Devices need to be calibrated before for the noise floor
calculation. As per [31], this approach is known to detect the presence of strong

to moderate TV signals but fails to detect the weak signals.

Feature Based Detection: This technique looks for some known feature of the
signal in the power spectral density, like detect the presence of a pilot in case of
TV signal (In ATSC signal, it is located at about 309 KHz away from the lower
frequency edge). The pilot signal power is known to be about 11.3 dB less than
the total power contained in the channel. At the same time, neighboring bins of
pilot tone have lower signal strength than the pilot signal itself. We can compute
the FFT in a lower bandwidth (around nearby neighboring bins) to detect the
pilot and hence the Whitespace. Clearly, more number of points leads to detect
moderately weak signal as well which was not the case with energy-based detection.
[31] provide more details into this, while [17] and [15] discuss similar techniques to

track the pilot in the presence of high noise floor.

Autocorrelation Based Detection: Autocorrelation of a signal is the correla-
tion with itself. If the input signal is periodic with some period ¢ and has multiple
cycles within the scan period (time taken to scan, say N IQ samples), then the
Autocorrelation(ACF) function also show the maximum correlation at period p.
The pilot of a TV signal is a sinusoid signal and autocorrelating the samples ob-
tained from the bandwidth containing this pilot also have a sinusoid along with
other signals. This technique is known to detect very weak and noisy signals, un-
like above two techniques. Moreover, the FFT of autocorrelation only show the
frequencies observed in ACF and presence of desired frequency can easily help us

determine the channel occupancy.

3.1.3 Communication Interface

Communication Interface is the entity binding together all other units of this mobile

sensor prototype. This interface can be used to talk to the central spectrum server in

distributed mobile sensing environment. The interface is also responsible for providing

instructions to sensing unit, as obtained from the spectrum server and pass results

obtained from the compute unit to the spectrum server again. This interface can talk to

3FFT is a major algorithm to convert the time domain signal to the frequency domain. By processing
time domain values (IQ samples) into frequency domain, we can get the power present in individual
frequency bins
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the server over a pre-defined protocol with a pre-defined set of APIs. The interface can

also utilize the in-band Whitespace channel as well as the regular cellular/Wifi interface.

Figure 3.4 show a real picture of different mobile spectrum sensor prototypes used over

the course of this work by combining different sensing and compute unit discussed above.

18



S ————

(A) BladeRF with Beaglebone Black (B) BladeRF with Raspberry PI

(¢) RTL-SDR with Raspberry PI (D) RTL-SDR with Beaglebone Black

(E) RTL-SDR with Samsung Galaxy S4 (r) USRP B200 with Beaglebone Black

(@) USRP B200 with Raspberry PI (1) USRP B210 with Raspberry PI

FIGURE 3.4: Realization of an actual Mobile Spectrum Sensor
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Chapter 4

Performance Evaluation

In this chapter, we evaluate the performance of the mobile spectrum sensor in general
with our prototype testbed for a real spectrum sensing environment. By performance,
we here refers to the resource consumption by individual units of the mobile spectrum
sensor. We discuss our chosen metrics of interest and then proceed to a detailed overview
of our benchmarking setups for the performance evaluation of sensing and compute units
and finally wrap up with a detailed discussion of our observations and results obtained

from the experiments.

4.1 Performance Metrics

We choose two metrics of interest here for evaluating the performance of sensing and

compute units - Latency and Energy.

e Latency: Latency defines the responsiveness of the system. A thorough evalu-
ation of all the events occurred from the first sensing instruction passed till the
spectrum occupancy decision is required to comment on the responsiveness of the
system. All these events may involve but not limited to - switching on the sensing
device, retuning the sensing unit parameters to a different configuration, calculate
power spectral density in compute unit by processing 1Q samples(received from
the sensing unit) and finally making a decision about the spectrum occupancy.
All these events may contribute individually to the overall responsiveness of the

System.

e Energy: Although all the sensing units are low-power devices, they vary in cost

and provisioning. All these SDRs may also have different power requirements in
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various configurations of the mobile spectrum sensor. Similarly, all the sensing
algorithms may also consume different energy but vary in accuracy. Thus, un-
derstanding the power/energy requirements of both the units of mobile spectrum
sensor is required which can further help in making optimal choices regarding the
distribution of sensing tasks among mobile spectrum sensors in general based on

available /remaining battery profile.

4.2 Technical Challenges/Design choices

In this section, we have listed below design challenges, implementation choices and
steps taken to simplify the setup, we need to understand this before we can proceed to

understand the actual benchmarking setup.

1. We carry out the experiments separately for sensing and compute units for two
reasons. First, it gives us a fair idea about which unit is more costly and what
design choices we should make to deal with them. Further, power measuring setup
is not easy going. Adding one more unit can make the task even more difficult.
Although we see in next chapter, how combining both units can be utilized to

improve the performance of compute unit but we leave that discussion for later.

2. One major challenge in conducting this study was about how can we measure the
power consumed by sensing units in an efficient manner. All sensing units are
USB powered devices and we can not rely on software running on the host device
(with which SDR is connected) to measure the USB power !. We need some way
to break the USB connection in between and get control of the current flowing
through it. For this, we can not afford to break each USB bus in SDR or the USB
channel of the host device. Rather, we can make up a USB extender cable that can
be used for connecting the SDR with the host device and we can break the power
flow over this cable for measurement purpose. This seems like a better and cost
effective way to measure the USB power. Even in case something went wrong with
the wiring, we can always buy a USB extender anywhere within a cost of about

5-68. We discuss them in detail during the actual experimental setup discussion.

3. To measure the latency values, we need to make sure that we are using correct
libraries. A library can easily result in incorrect timings if there are system pro-
cesses that change the timer (like NTP). This can easily make the timer jump

forward and backward in time. As a safe side, Wifi and Internet connectivity are

!There are many components running in the system; we are interested only in knowing the power
consumed by sensing device over the USB bus, not the total power by any software on host platform
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also kept off during the timings experiments. A library like ”clock_gettime()” can

also be used that suffers from fewer issues due to things like multi-core systems
and external clock settings, although not all of these libraries are available on all

latest versions of kernel and OSes.

. Another major question of interest here - What power measuring device to use?
Although there are many cheap devices like [54] that can be used to record the USB
power of sensing unit, handling of these devices is not easy and the values reported
are error-prone. We need better and more accurate power measuring devices that
are accepted by the community. Looks like from all the main good performance
work in the past, Monsoon meter [55] is undoubtedly one of the best choice for it.
Although doing experiments with this device does not come handy and need extra
little care and attention. If main channel (Vcc and GND) is used for measuring
USB power, we need to make sure the USB wire has been properly stripped of
and we are connecting the Vcc and GND of monsoon meter with that of the Vcc
and GND of USB wire. Attaching them in reverse or some other inconsistent
manner (like connecting directly with the cable, not the inside copper part) may
hang up the device or may leave it in an inconsistent state. Same is the case with
connecting monsoon main channel with the smartphone. As the setup is somewhat
complex, we also need to make sure that the two ends of wires do not touch each
other else it may form a short circuit loop which may even brick the device. For
smartphone, Battery Size (in our case, 2600 mAh) need to be specified correctly.
A proper voltage needs to be supplied (On the smartphone, 4.2 V is the suggested,
this much phone take when it is fully charged. Although it also works on 3.8V and
3.5V as well, which generally refers to low-power states of phone when it does not
have enough battery). [56] provides useful details about using Monsoon Meter in

the proper manner.

. To measure the power over the smartphone is a more challenging task. It is
suggested to do experiment with a device having a removable battery (like Samsung
Galaxy S4) than with non-removable Battery (like Nexus 5). A little problem
may brick up the device completely, so we choose Samsung Galaxy S4 for our
experiments. Further, for boot purposes, battery need to remain connected. As
soon as phone boots up, we can remove the battery immediately (Monsoon meter
supply the power to the phone). We also need to make sure that monsoon meter

is not going into any calibration error.

. There is no need to use the main channel of monsoon meter always as it adds extra
complexity. For a device like Raspberry PI, it is advisable to use the USB channel

of instead as it is comparatively easy going and straight forward.
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7. At the very heart of our algorithms is FFT, which is used to process 1Q sam-
ples and calculate power spectral density. We need to make sure we are using
an efficient implementation of FFT algorithm. FFTW [57] is an improved and
modified implementation of FFT algorithm, making use of novel code-generation
and runtime self-optimization techniques along with many other tricks that make

the library a suitable candidate for our experiments.

8. There are also system memory limitations that may not allow to move beyond a
certain stack size, so it is better to optimize the code by keeping I1Q) sample arrays

in the global static area of C code.

9. Making use of threads for callback routines to get data from the sensing unit
makes more sense and may count for a good optimization, otherwise it may result

in blocking call overhead that can further add extra latency overhead.

4.3 Experimental Setup

As discussed in last section, we are interested in the measurements and analysis of latency
and energy consumption by individual units of our mobile spectrum sensor. In this
section, we discuss all of our benchmarking setups in detail for each of such experiments.
Although we use all four SDRs as sensing units in our experiments (because we want to
compare the evaluation metrics between all these heterogeneous devices), we discuss our
observations and setups using only two compute devices for brevity - Samsung Galaxy
S4 and Raspberry PI 1. While Samsung Galaxy S4 is very well provisioned in hardware,
Raspberry PI 1 is a comparatively slow device. These two devices marks the different
ends of our computing platforms - Galaxy S4 being the fastest one and Raspberry Pi
being the other end. The performance of other two devices can be assumed to fall in
between. Thus, an evaluation of performance metrics on only two compute platforms is

sufficient.

4.3.1 Sensing Unit Latency

We conduct a measurement study to analyze and compare the SDR devices for latency
requirements here. The experimental setup for this section is fairly straightforward.
Figure 4.1 shows a block diagram depicting this scenario. It consists of a host device
(Laptop with Linux platform) attached to a sensing unit (Software defined radio under
measurement). We used a Linux Laptop (4 GB RAM, Core i5, USB 2/3) running
GNURadio 3.7 as a host device. The host device should have enough processing and
memory requirements so as to run GNURadio. Note that all SDRs are USB powered and
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FIGURE 4.1: Experimental Setup: Sensing Unit Latency Calculations

it is best to utilize the USB3 channel, whenever available. We modified the driver codes
for these software radios as per the needs of our system. For RTL-SDR, we modified
the rtlsdr package (librtlsdr.c and rtl.sdr.c). For USRPs (both B200 and B210), we
modified the python spectrum sensing code and for BladeRF, we modified and compiled
the various files in the bladerf-cli application, all distributed as part of GNURadio

subsystem.

For every experiment, we instruct the SDR tuner to tune to different frequencies in the
steps of varying size (from a minimum step size of 100KHz to 100MHz) and we did it
for a long run of varying number of samples (from 10K to 1000M) along with different
sample rate configurations (from minimum supported to maximum as per the sensing
device capability). For retuning experiments, we also changed the sleep time in the steps

of 1 ms to 100ms before tuning to next frequency.

To measure the latency, we noted the time before and after the benchmark point and
calculated the difference. (For example, passing instruction to the tuner to change the
frequency in case of RTL-SDR). We note down the time spend by individual SDRs in
various states (defined in next section) and reported the results taking the average value.

Figure 4.1 also shows an actual setup involving BladeRF with the laptop.

4.3.2 Sensing Unit Energy

In the previous section, we looked at various latency requirements of these sensing units.
In this section, we try to understand the power needs of each sensing unit which is a
major question since the beginning of our work. All the sensing units are USB powered
devices connected with low-power compute units and high energy overhead (if exists)
by these sensing devices can affect normal operation of a compute unit and may even

force them to go out of battery. For a normal realistic operation, the power consumption
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FIGURE 4.2: Block Diagram: Sensing Unit Energy Calculations

of these sensing devices should be comparable with the power consumed by some daily

day-to-day application running on the compute platforms.

The experimental setup for this section consists of a software radio (one of each four
SDRs), a host device (Linux platform), a development workstation(Windows platform)
and a power measuring device (Monsoon Meter). A computer is chosen instead of
mobile device as host for the convenience of the experiment; it has no impact on the
measurements/results as the sensing unit is externally powered by the monsoon power
meter. Also, it saves from the unwanted computational bottlenecks that may have arose
if the mobile devices are used as the host device. Software radio as discussed before (See
Technical Challenges), can not be attached to the host device with the help of a USB
cable. We need to use the USB extender cable for this experiment. Note that BladeRF
runs over the USB3 interface, so we create two set of special USB extender cables (one
for USB2 and one for USB3) for this experiment. BladeRF and USRP B200 works on
USB3 A type while USRP B210 works on USB3 B type, and RTL-SDR supports only
USB2, so we need to create three extra USB cables accordingly along with these two
USB extender cables. No SDR is directly connected but with the USB extender cables.
The measurements have been done in the units of seconds with a variety of ticks and

units/ticks options depending on the granularity required.

To measure the power flowing over USB cable, we remove the outer covering of USB wire
so as to expose the USB Vee(45V) and GND wires. We disconnect the Vee connection
with the host device by cutting the red link (as shown in figure 4.2), although GND must
be same for all the devices so it should remain connected. The host device is the same
Linux laptop as used for latency experiments running all the respective driver codes

for all SDRs. The development workstation is a Windows laptop, capable of running
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FIGURE 4.3: Real Picture: Sensing Unit Energy Experiments

PowerTool Software. We connect the Vce(+4) terminal of monsoon meter to one end of
USB Vcce (coming from the software radio side) with the help of a red wire (as shown in
figure) and similarly connect the GND terminal of monsoon meter with the USB GND.
This kind of setup makes it possible for the actual data coming from the radio device
to divert towards the host device while USB power can be measured with the help of
monsoon meter. Development workstation logs the values obtained from Monsoon Meter

via the USB connector. We log the results into csv files for further relevant processing.

Figure 4.2 shows the block diagram depicting this scenario and figure 4.3 shows the
setup using USRP B210 with a real picture. Note the two cables behind the monsoon
meter, one goes to the power plug, another one is USB connector cable connecting back
to the development workstation shown in the picture. Also, look at the USB extender
cable, USRP B210 connects to this cable which goes further to the Linux based host

device (not shown in picture).

4.3.3 Compute Unit Latency

(A) Galaxy S4 Latency Experiment (B) Raspberry PI Latency Experiment

FIGURE 4.4: Real Picture: Compute Unit Latency Experiments
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The Experimental setup for this section does not have any added complexity like previous
section. We just need to run the algorithms on compute unit platforms and measure
the execution time in a variety of configurations. For comparing sensing algorithms, we
choose two platforms - One of the Android Phones (Samsung Galaxy S4) and Raspberry
PI1 (Model B). We looked into latency usage of all three algorithms for all these devices
by changing number of FFT bins and sensing time. Figure 4.4 shows real pictures
depicting the behavior of Samsung phone and Raspberry PI attached with RTL-SDR
dongle. For logging latency values, we develop native Android NDK applications and
record values for different configurations respectively. These individual applications run
each of the sensing algorithms in a continuous loop (each iteration includes computation
only) over the data captured from the sensing unit. We recorded the respective latency
values for each iteration and took an average of latency values observed over more than
1000 iterations for each algorithm. We cross-compiled the FFTW library for Android
platform and developed C code for all three algorithms using this. We also cross-compiled
the RTL-SDR package and libusb driver for the android so as to be able to run the dongle
and get IQ samples on the phone. A Similar process was repeated for the Raspberry
PI. To emulate the sensing time, we divided the total number of samples (1M) by an
averaging factor. The process to calculate averaging factor is as follows - Suppose we
are reading 1M samples with a sample rate of 1M, it means we are reading 1 million
samples in 1 second. If we want to keep the sensing time 100ms, then we want to
keep only 1Q samples available within 100ms. In this case, desired IQ samples becomes
1M/10 = 100K samples. Here, averaging factor becomes 10 and number of desired
samples become 100K. We can supply these 1QQ samples to each of the algorithms for
further processing. We recorded latency values in two scenarios. First, we note the total
computation time, which includes averaging the samples as well as computing FFT on
it. Second, we note time only to compute the FFT, which becomes independent of the
sensing time. For different sensing times (from 1ms to 1s), we also changed the number
of FFT bins (from 64 to 2048 in our case). Note that there is no actual need to attach the
dongle to the compute unit for this setup. As we are only interested in the computation
overhead, we can emulate IQ samples as an in-memory data structure and do further

processing on it only.

4.3.4 Compute Unit Energy

The experimental setup for this section is going to be by far the most complex. Figure
4.5 and figure 4.6 describe a block diagram showing the working. We discuss first the
working of smartphone and then we briefly discuss the differences with the Raspberry
PI.
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FIGURE 4.5: Block diagram: Smartphone Energy Measurements

For smartphone, setup consists of a smartphone (Galaxy S4 as we need to remove the
battery for measuring power), Monsoon Power Monitor and a development workstation
running Windows and PowerTool as discussed in sensing unit energy calculations. The
major difference here is that we need to supply power to the smartphone to boot it up
and run our android code. We can not supply power using the battery because in that
case we get the wrong power values by Monsoon Meter. Monsoon Meter should act as

a power input source in this case 2

. We also found that it is necessary to plug in the
battery for initial boot purpose but once it is connected with PowerTool software on
the development workstation, it is fine to work without the battery and we can move

forward with actual experiments 3.

Also, we could not be successful in using the USB channel for this case (if we remove the
battery, it gets switched off). Probably the reason might be that when we supply power
using USB, it needs the battery in place. Note that this is not the case with Nexus 5
as the battery is always in place but we may get wrong values reported by PowerTool.
(We figure it out by looking into PowerTool which shows Calibration Failed Warning
in this case). So, we used the main channel for our work. The phone battery has four
terminal in our case (Some phone has three only). We need to connect the +Vcc and
GND terminals of the phone with +Ve and GND of Monsoon Meter. For initial boot
up, we need to keep the battery and as soon as it boot sup, we can remove the battery
and see that it shows as fully charged if we supply 4.2 V by the monsoon meter on Vout
(If we supply 3.5-3.8 V, it may show low battery warning that may be misleading). Now

2Phone is operated by battery but to record the energy, battery can’t remain plugged in as power
input source, it provides the DC power to phone and we won’t be able to record the actual power values

3We do not necessarily need to remove the battery; it can be kept in place by just blocking the +Vcc
and GND of the smartphone with the help of some insulating material
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FIGURE 4.6: Block diagram: Raspberry PI Energy Measurements

as we have got access to PowerTool, we can switch on the terminal emulator application
(or any other terminal application) on Android and run our code. Note that it takes
some time for the phone to come into the idle state. We can look into the power tool
that initially when boots up, it takes much power, but slowly it tries to settle down.
Also, we make sure that all other major applications (especially WiF1i is turned off, else

the values may be wrong).

For Raspberry PI, we have an added advantage that it does not come with any added
battery, rather it operates on the 5V power supply and USB only. We can use the USB
channel of Monsoon Meter in this case (so no added complexity of copper wires like
before) but make sure that we do not supply the 5V power supply else results can be
misleading. The rest of the working is similar to measuring the energy for sensing unit,
like logging csv values for plotting purpose, etc. Note that we need to use a powered USB
hub to successfully use the RTL-SDR or any other USB powered sensing unit with these
low-power compute platforms, although as discussed before it is completely unnecessary
to use RTL-SDR dongle for this experiment. Figure 4.7 shows a real picture of this

setup.

4.4 Discussions

4.4.1 Sensing Unit

We have seen all of our technical setups in detail in previous sections. Now, we discuss

our findings and results here.
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FIGURE 4.7: Real Picture: Compute Unit Energy Measurements

1. We discussed that different sensing units might exhibit different latencies that
can define the responsiveness of the system. We look at the individual latency
exhibited by each SDR in various configurations here. We first define and discuss

different latencies below and then discuss the results.

Definitions:

e FPGA Load Time: We can divide the four SDRs into two different class
of devices - FPGA class of devices and Non-FPGA class of devices. While
BladeRF and USRPs (both B200 and B210) are FPGA class of device, RTL-
SDR does not use any FPGA in particular for its operations. FPGA class of
devices also loads the appropriate firmware before operating. In our experi-
ments, we measure the latency consumed by sensing units for FPGA loading.
A high FPGA load time may be exhibited by devices having more features
due to the added complexity.

e Startup Latency: It can be defined as the time elapsed when the sensing
unit gets the first instruction to start sensing with a set of parameters (e.g.,
sample rate, number of FFT bins, sensing time, center frequency, number of
samples etc.) and when it actually starts getting the samples. The startup
delay is inherent to the hardware. For example, we verified and found that
RTL dongle turns on the tuner chip during this time that separately consumes

about 45ms time while demodulator consumes about 65 ms.

e Retuning Latency: When the sensing device is up and running, cloud-
based spectrum server may instruct the device to scan with a different value
for some parameters. For example, the sensor may need to scan in a new
center frequency. The amount of time it takes to start sensing in this new

frequency is referred as the retuning latency.
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FPGA Loading Time (s)

Retune Latency (ms)

e Shutdown Latency: There is one more aspect of latency of software de-
fined radio, the shutdown latency. This is the time elapsed when the device
is instructed to stop the sensing and when it actually stops completely (with-
out getting turned off). This may not be good if sensing device needs to be

turned on and off frequently (to save power, for example).

Figure 4.8 shows the comparison between devices for different latency components.
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FIGURE 4.8: Different Latencies of Sensing units
Results:

e FPGA loading time is higher for USRPs compared to BladeRF, which was
expected as Xilinx chips used by USRPs have more features than Altera chip
of BladeRF. Also, USRP B210 is known to be more accurate compared to
USRP B200 so it may have extra components in its FPGA that may be the
possible reason of a slightly greater FPGA load time. Obviously, RTL-SDR
has no FPGA load time

e Startup latency exhibited by RTL-SDR is highest and slightly more than the
USRP B200. This is because the RTL-SDR device is made up of only raw
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hardware components without any extra optimization added by using FPGA,
firmware, etc and each component takes time to switch on which adds to the
startup latency. This time is reduced by moving some of these hardware
component functionalities in the FPGA in case of other devices. USRP B210
show less startup latency compared to USRP B200, which indicates that the
improved FPGA in USRP B210 have some extra functionality that may be
available as a raw hardware component in USRP B200. Also, BladeRF has the
least startup delay that indicates that the device may have less hardware and
features(for example, support for a lesser range of radio spectrum) compared
to USRPs. It also seems that BladeRF may be a preferred choice over USRPs

if exact needs are known in advance.

e Retuning is one of the most important part of mobile spectrum sensing. As
discussed before, It defines the time difference when the server instructs the
device to switch to a different channel or scan in a different frequency and the
actual time when the device is tuned to new frequency. A high retuning delay
can simply not serve the purpose. Luckily, numbers shown in the figure are
not very high. Still, USRPs have high retuning time compared to BladeRF
and RTL-SDR, which again make a point that if there is a requirement to
sense the small range of spectrum by one device, BladeRF is probably better
(It does not mean BladeRF is always be a preferred device). RTL-SDR, being
a very cheap device can not match the capabilities of BladeRF but having
many of them and each working on different part of the spectrum at a time

may still make a good choice.

e Here BladeRF is going worse compared to other devices. USRP does not show
any such latencies. Now, here it becomes a trade-off between the startup and

shutdown latency based upon the actual needs of spectrum sensing.

Although we provided a comparison between various sensing units above, in gen-
eral, all the latencies exhibited by different sensing units seems very reasonable

(few milliseconds) and can be believed to work in a real scenario.

. From our run time power profiling experiments for sensing units, we can define
four possible states for any particular configuration of any software defined radio

or sensing unit in general.

e Idle State: The idle state refers to the SDR configuration when it is powered
up but not actually sensing the spectrum. As we see earlier that the startup
delay can be high for some devices so if a device senses the spectrum fre-
quently, it makes more sense to keep the sensing unit on rather than turning

it off completely.
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e Warm-Up State: The warm-up state refers to the time period between

switching from idle state to sensing state.

e Sensing State: The sensing state can be defined as a configuration when
SDR has begun executing its first instruction. The whole circuitry of radio
is up now, and it is sensing the spectrum. In this state, sensing unit keeps
on collecting IQ samples and continuously send them forward to the compute
unit based on the instruction received from the spectrum server along with

the required set of parameters.

e Closure State: It refers to a state in which device is going from sensing
state back to the idle state. Similar to Wifi, some software radio may also
involve a tail energy in a closure state. The tail energy is the energy wasted
after completion of data transfer in high power state. For example, in case
of Wi-Fi about 60% of energy gets wasted in this state [43]. We need to
see if the sensing unit also exhibits a similar behavior and if yes, we need to

understand the hindrance and impact of such behavior.

Figure 4.9 shows a time-line diagram for various power states of each software
defined radio. If we look closely at the power state time-line plots for all three
devices, we can see that RTL-SDR (Non-FPGA class of device) goes from idle
to warm-up to actual sensing like others. We dig more into this and found that
two major DSP chips define the working of RTL-SDR~ The Demodulator chip and
the Tuner chip. The Demodulator in RTL-SDR is RTL2832U, which is a high-
performance DVB-T demodulator supporting USB 2.0 interface and also embedded
with an advanced ADC. More details about this dongle can be found [58]. Now
during the Warm-Up state, only the tuner gets up and consumes some power.
After demodulator comes into the picture, the device goes into sensing state and

start scanning the spectrum.

On the other end, FPGA class of devices has a different kind of working style.
They needs to be loaded with a firmware that can support the required FPGA.
For scanning the spectrum, driver on host machine need to pass an instruction to
the FPGA. Compared to RTL-SDR, things are black-box here inside the FPGA.
Initially when we get a new device of such kind, it needs to be loaded with a
firmware, that is the only one-time operation. After this, when we attach the
device to a host device with supported driver, the device loads the FPGA. Note
that this is done every-time we plug-in the device into the system. Although FPGA
provides the advantage of parallel processing over traditional serial approach, the
downside is that they clock slower than microcontrollers. Also, FPGA designs are
developed by users who may not be highly experienced and well versed in HDL. As
discussed before, USRP FPGAs is known to contain more features than BladeRF.
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In the Warm-Up state, the amount of time spent by USRPs depend on whether it
is very first time, it is being used (Firmware loads), are we reconnecting the device
stopping all previous operations (FPGA loads) and the usual startup delay needed
to power up the circuitry. The idle and sensing state are evident here. Closure
state is the time taken to switch off all these components and get back to the idle

states, as seen in plots.

3. We saw latencies for different sensing units. Now, we look at the power drawn
over USB bus by these SDRs. Figure 4.10 shows a comparison between all SDRs
between power drawn in idle state and sensing state. It is quite evident that
BladeRF seems to consume very high power in comparison to USRPs and RTL-
SDR. In general, RTL-SDR sounds very efficient in power aspect. USRPs consumes
less power compared to BladeRF but exhibits high startup latency. Along with a
better FPGA, USRP also seems to provide a power efficient solution. [31] provides
more details for the accuracy. If we look at both the latency and power consumed
by sensing unit, we can claim that USRP being the most accurate device (due
to better architecture and FPGA choices) may induce more retuning and startup
latencies compared to BladeRF but can be power efficient. On the other end,
RTL-SDR being the cheapest and most noisy device takes less power. We can
put more bladeRF units and even more RTL-SDR units to match with the fine-
grained results provided by USRP. However, if we look at the latencies and power
consumed by USRPs, it seems much better choice to use it compared to existing
costly and bulky spectrum analyzers.

RTLSDR == USRP B210 mm
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FI1GURE 4.10: Power Consumed by Different sensing units in Idle and Sensing State

4. We also anticipated before that power consumed by any sensing unit may depend
on the sample rate. USRPs being supporting the highest sample rate among all,
we did experiment with it. We found that sample rate did affect the instantaneous
power drawn by any particular software defined radio, but the variations are subtle

compared to the base power needed to keep the device up. Also, change between
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maximum (61 MHz) and default sample rate(1 MHz) is in the order of less than
5% which is not very large and thus it can be claimed that any sample rate can

be used in real-time application without significantly affecting the power.

5. We also measured the power consumed by different applications on a regular smart-
phone so as to compare it with our sensing unit. We found that power consumed
by phone with an RTL-SDR device attached (around 1600 mW) was comparable
to the normal day-to-day application like YouTube (in a stable state) running on

the mobile device.

We looked at various performance aspects related to the sensing unit of our mobile
spectrum sensor prototype and numbers seems to make a case for a real scenario.
We hope this study can help decide in the design of sensing unit for next gen-
eration mobile devices with spectrum sensing capabilities. Now, we evaluate the

performance of our compute unit.

4.4.2 Compute Unit

1. In this section, we discuss our measurement results to analyze sensing algorithms
for various latency and energy cost. First, We explain and try to understand the
working of a compute unit from the Figure 4.11 which shows a block diagram

depicting general working nature of our spectrum sensor.

USB Buffer

[o]a]2]3] .. |van-analn-g]

Sensing

Computation

Collect IQ
Samples

T=t1+t2+t3

[e2]  [E6]

FI1GURE 4.11: Block Diagram: Working of Spectrum Sensor

Working: Sensing unit is only responsible for getting data (Raw I1Q samples) from

the USB buffer while compute unit deals with two parts of computation - Get 1Q
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FIGURE 4.13: Compute time(in ms) for all three algorithms varying number of FFT
bins using Samsung Galaxy S4

samples from sensing unit to average them and compute FFT over these averaged
IQ samples to calculate the power spectral density. In this Chapter, we explain
one approach of implementing compute unit which gets the required number of
1Q samples from sensing unit in series and then do the computation. So, total
latency occurred would be total time spent in sensing unit plus total time spent

in compute unit.

Figure 4.12 and 4.13 shows the results obtained for time taken by compute unit
(in this case, Samsung Galaxy S4 Smartphone) to perform the task by changing
sensing time and number of FFT bins. We list below our observations/findings

from the results -

Results:
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e We see that in general more the sensing time, more it can be computation
intensive. It takes more time to finish the task. Also, Autocorrelation in gen-
eral always takes more latency for computation. Energy and feature based
detection techniques take same amount of time because both algorithms dif-
fers in logic only at one step after the FFT computation. In general, Energy
and feature based detection techniques are not run with same number of FFT
bins. For achieving similar granularity, Energy based detection need to be

run with higher number of bins which takes up more time.

e Changing number of FFT bins does affect the computation but not as much
as compared to the sensing time. At large sensing time, the overhead due to

number of FFT bins may not even be visible well as seen in figure 4.12

e Unfortunately making things serialized (sensing followed by the averaging
and FFT) has an enormous impact on the system’s responsiveness. If we
look at the latency values for high sensing time, the numbers seems very high
(almost close to double than the sensing time) which raise a major concern
about the validity of these algorithms in real scenario in the context of mobile
spectrum sensing. Looking at the block diagram shown in figure 4.11, we see
that computation cost involves two major tasks - 1Q Averaging and FFT
calculation. We need to analyze both of them independently to see which

among them takes more time and look for possible optimizations.

e Figure 4.14 shows the computation time taken by FFT only and it seems that
the latency values reduces drastically (Note that the latency values follow the
FFT algorithm complexity O(NlogN)) which proves that it is IQ averaging
which takes the major time. We need to look for some some techniques to

improve this time.
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2. We repeat same experiments for Raspberry PI and results seems to follow same
trends. Although there are some variations like Raspberry PI in general takes a
little more computation time which was expected as it has a slow processor. Also,
similar to Galaxy S4, Figure 4.15 shows the results for total latency (averaging
and FFT)and FFT only for Raspberry PI 1 platform.

3. We also look into the power consumed by sensing algorithms. In general, the
sensing algorithms consumes about 700-1200mW extra power compared to the
base power consumed by a compute device, although we are not interested here in
the power consumed rather we care about the energy consumed over a period. The
remaining battery on a compute device depend on this energy consumed by the
algorithms. We found that energy consumed is directly proportional to the latency
values exhibited by algorithms. In general, more the latency of a particular task,
more be the area under the curve (having power on Y-axis and time on X-axis and
so more be the energy consumption.) Figure 4.16 show total energy consumed for
running all three algorithms on Galaxy S4 device while Figure 4.15 show the same

behavior on Raspberry PI 1.

4. There is another possible approach where we can upload the IQ) samples on the
cloud-based spectrum server and server can run the algorithms but that does not
appear to be a good choice. The server can receive I1Q samples from multitude of
devices and running algorithms over all of them and then creating spectrum map
can further induce unnecessary delays in system compared to utilizing a distributed
platform on mobile device for achieving this task in parallel. Also, sending raw
1Q samples to the server may not be a good choice because it introduces extra
network delays as well which could be very high (in the order of seconds or minutes)

compared to the processor speed. Even performing averaging on server is not a
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F1GURE 4.16: Compute Unit Total Energy Results for all three algorithms on Galaxy
S4 and Raspberry PI Platform

good idea as we need to upload extra 1Q samples again (equal to the averaging

factor) on server, creating network overhead.

In next chapter, we look at the the high computation overhead problem on large
sensing time in detail and provide a mechanism to improve the performance of

averaging.
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Chapter 5

Improvements and Optimizations

In this chapter, we discuss the possible improvements and optimizations for the compute
unit. There are few possible places that can be optimized in the compute unit. We list
them below and discuss their needs and then we show actual improvements mechanism

applied in further sections.

e First, we need to find some ways to improve the responsiveness of compute unit.
We saw in last chapter that 1Q averaging exhibit high latency values for high
sensing time. Although, keeping a low sensing time can be a naive approach
but we have discussed in Chapter 4 that more sensing time is equivalent to more
averaging, and thus it helps in removing the uncertainty present in noisy devices
so as to get better and accurate results. We see in this chapter an approach to

improve the averaging latency by utilizing CPU cycles during the sensing only.

e In the next section, we also look at how we can utilize these mobile spectrum
sensors in the area of wideband sensing. We see that for small number of FFT
bins, FFT show reasonable computation time but for high values, these latency
values start increasing exponentially and certainly not look good to be used in a

real scenario.

e We further find out various major factors affecting the performance of such systems

in general and try to develop an understanding of their behavior.
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5.1 Block Level Averaging

5.1.1 Problem Overview

The actual problem with our initial design of compute unit is that computation can
not start until the sensing task finishes. This makes us consume some extra CPU cycles
which can be exploited for computation. This causes us a big computation cost overhead
where for a high sensing time, like t=100ms, we have to put about extra 200ms for just
the computation (on Samsung Galaxy S4). It means we are devoting almost the double
time for computation only then required idle time that accounts for a less than half
throughput making the problem worse. This kind of performance can hinder a real-time
behavior and we need to develop some strategy to improve it further. Figure 5.1 shows
the general block diagram of our improved required system. We would like to overlap
a part of computation (IQ averaging) with the sensing unit in some manner which can

further save us extra CPU cycles consumes for averaging later.

USB Buffer

[o]1]2]3] . [n-an-3n-2ln-a]

Sensing

Collect IQ
Samples

I:,'} T=t1+t3

1a —
Averaging

‘} 't i /

F1GURE 5.1: Improved Approach: Block Diagram

5.1.2 Solution Strategy

Here, we go one level deep inside to look at the actual working style and implementation
strategy of the driver code for RTL-SDR (We utilize only one sensing platform here
as we are more interested in compute unit performance, although similar approach can
be applied with other SDRs as well). We found that sensing unit operates by reading

data from a USB buffer in the size of blocks (block size is determined by potential users
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FI1GURE 5.2: Exploiting sensing and computation in parallel for an RTL dongle device
in Asynchronous Manner

of the application). The sensing unit is actually a libusb event handler that reads data
asynchronously from the USB buffer in terms of blocks and pass this data to the callback
function which keeps accumulating this data in an extended 1Q buffer of size equal to the
total number of required samples(Say N). In our approach before, we used to wait until
this IQ buffer gets filled completely and then we start our computation (First averaging
and then FFT). We propose a slight modification to this approach. The approach says
that rather than keeping a long buffer of size N, we only keep a small buffer of size equal
to block size and keep track of number of times the call has been made for this callback
function (Number of iterations being made till we read total N number of samples). In
each iteration, we keep adding the blocks (the new one passed from the event handler
and our small old buffer in the callback function) value by value in-place using the small
buffer in the callback. At the last iteration thus, we only need to divide each member of
this buffer by the number of iterations and we are done with the averaging. We can then
compute the FFT over this buffer in one further extra step. Note that the size of this
small buffer should be greater than the twice of required number of FF'T bins for a valid
FFT operation (discussed n next section). In this way, we can save extra CPU cycles
wasted before for 1QQ averaging purpose before. Figure 5.2 shows the working algorithm

for this setup. In one cycle, sensing and computation take place in a parallel manner.
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5.1.3 Results

Here we discuss our improvements from the above asynchronous algorithm. We run our
code in the similar configuration as discussed in previous chapters except that block
size is twice the number of FFT bins !. We observed a drastic improvement in the
computation time. The results after improvements on both devices are mostly dependent
on FFT computation The averaging factor has been taken care of very well. Note that
Galaxy S4 does not show any improvements till 10ms. The Reason is that Galaxy S4
was already performing very well before in previous serial algorithm (for e.g. - it takes
about 5ms for running Energy based detection for 2ms sensing time) compared to the

Raspberry PI 1(takes about 24 ms for running Energy based detection for about 2ms

1Block size should be equal, in general, here we do it twice as one FFT bin refers to one IQ sample
containing 2 data samples (I and Q), while data in the block would be a raw data, so 2 data samples in
a block makes 1 FF'T bin
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sensing time). The asynchronous calls also have a little overhead that appears below
10ms in case of Galaxy S4. Thus, using serial algorithm seems a better approach till
10ms. Figure 5.3 and 5.4 shows the improved latency and energy values for both the

platforms.

5.2 Improvements using GPU

Smartphones are believed to be power hungry devices and have been considered unfit
for computationally intensive tasks until recent past. Now, modern smartphones have
increased not only in terms of memory and processing capabilities but these low power
SOCs come with high end graphical processing units. Now, these devices offer an at-
tractive platform to run computationally intensive software defined radio applications.
In this section, we try to explore the feasibility of executing FFT code on an Android
device and look for its possible implications in software radio domain. Although the idea
of executing code on graphical cores looks very interesting and there are a wide variety
of software stack available in market, there is still lack of software maturity when it
comes to execute GPU code on ARM-based low-power devices. OpenCL probably looks
like the best possible choice for executing parallel code on mobile GPUs. It has been
widely popular and accepted framework for a long time in high-performance comput-
ing community. Despite wide acceptance of OpenCL, there are still many challenges
involved when it comes to executing OpenCL code on mobile GPUs as mentioned here.
The work in [59] present a nice overview regarding this. In next section, We discuss
our methodology for using OpenCL on Android to execute the FFT code and discuss
corresponding results. We also run FFT on high- end CUDA machine to compare the
performance improvements over the phone with that of a high end GPU cluster and

makes a case for how we can use it in the context of wideband sensing.

e Wideband Sensing: Wideband sensing [60] [61] is an emerging area where a
need is there to sense a large chunk of spectrum, compared to the narrow-band
sensing. For example, if we want to sense the whole TV spectrum at once (470-
698MHz) which is about 228 MHz, it takes a whole lot of time using traditional
narrowband sensing techniques till now. If we think about spectrum sensing out
of TV spectrum, there are even existing system which require and propose the
techniques to sense a big spectrum (for e.g. - 2.4 GHz wide spectrum) [33] [36]
which is not possible to achieve with these narrow-band sensing techniques. Here,

we discuss the applicability of mobile spectrum sensing in such systems.
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5.2.1 Methodology

Our aim is to get an high-level overview about the possibilities of using GPU for spec-
trum sensing purpose in the current scenario or nearby future. In this section, we first
discuss our setup for mobile phones and then we explain the same for high-end GTX-700
graphical cluster TITAN BLACK. For Android phone experiments, we use the Samsung
Galaxy S4 phone having Adreno 320 GPU, that seems to be conformant of OpenCL
implementations. We put the cross compiled libOpenCL.so library on Android phone
and developed native C-Application using Android NDK for executing the FFT code.
For FFT code, we run the Cooley-Turkey [62] as well as Stockholm’s FFT Algorithm [63]
for radix-2,radix-4 and radix-8 kernel by configuring minimal required set of parameters
and choose the best possible results. We did not choose any optimal local work size
by ourselves rather we simply choose the global work size to be equal to the size of the
problem and let the compiler decide for optimal distribution among cluster work groups.
Our implementation are inspired from this [64]. As mentioned before, we were interested
only looking out for the possibilities of executing FF'T code on GPU in general sense, our
implementations may be very flimsy and not highly optimized, but they at-least works
successfully on the phone. There are many optimized version of FFT code available , like
FFTW, Apple FFT, etc and a lot of other tweaks are possible like auto-tuning for the
best possible results. In next section, we look at the actual numbers. For Running FFT
code on GeForce GTX TITAN BLACK graphic card, we choose PyCUDA and PyFFT.
Also, for Android phone, the maximum possible size of FFT we were successfully able
to produce results for is 8192, while for PyCUDA, it is 1024*1024.

5.2.2 Evaluation

Figure 5.5 shows the results for both the cases. While we see that for lower FFT bin size,
there is no performance improvements of GPU, there is a significant boost for higher
numbers. The pattern is same on the TITAN BLACK cluster although the crossover
point is very away in case of later. Let us try to understand here what is going on
here actually. The GPU performance on the cluster is very well accepted but how
could mobile surpass the high-end cluster GPU. The answer is that it does not surpass,
GPU does not provide any added advantage for higher numbers or even low numbers.
GFLOPS performance is almost same as depicted here also [59] for all the numbers. It
is CPU which is under-performing (taking too much time for high bin FFTs while GPU

is remaining stagnant) and thus the GPU performance factor is coming out.
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FIGURE 5.5: Performance Results for Titan Black GTX-700 Cluster and Adreno 320
GPU

5.2.3 Observations/Challenges/Design Choices

Now based on the results, we can possibly figure out some important observations -

e GPU is probably not suitable for narrowband sensing but it could prove to be very
helpful in scenarios like wideband sensing. Although as we mentioned above, the
performance of GPU can be improved by further optimizing the various parameters
in OpenCL configuration but in general, for small number of FFT bins, FFT
execute decently fast (in about 5 ms on Samsung Galaxy S4 for a 2 ms sensing).
On the other end, if we look at the performance results for higher numbers, we see
that for N=8192, the performance is almost 10 times of the CPU. If we evaluate
it one step further, it means that if we were taking 10 ms to scan the spectrum
before, now we take only 1 ms. It also means that we can scan 10 times more
spectrum in same amount of time. So, If we were scanning 100 MHz before,
we can scan about 1 GHz now which makes it perfectly applicable for wideband
sensing purposes. People are already talking about it [50] . Recently there have
been many wideband systems developed [36] [32], this kind of GPU devices may

prove very helpful in these scenarios.

e Adreno 320 is not the superfast GPU, [59] it is quite evident that it is not very
well on GFLOPS count and performance. There already exists much better GPUs
already in market that have much better configuration and higher specifications,

and that can simply be exploited to see the effect.

e As day by day, we are moving forward with technology, we can believe to get
a CPU and GPU of capability like this high-end TITAN BLACK cluster on the

phone in next few years and looking at the results of this cluster, this trend seems
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still applicable that GPU performs well for higher bin FFTs and it can be very

well suitable for wideband sensing.

5.3 Factors Affecting Spectrum Sensor Performance

In this section, we try to list some of the important factors affecting the performance
of spectrum sensor in general based on our study. Some of these we have already
seen in previous chapters while, for others, we present results and discuss and try to
understand the reasons behind their behavior. Knowing all these parameters can help
in the implementation of cloud-based spectrum server that can instruct the spectrum
sensor with a right set of parameters so as to finish the sensing task with a desired
accuracy but within a power and latency budget. Some of these important factors

considered in this study are as follows:

e Number of Samples: It is the most obvious. If more number of samples are
required then the server needs to instruct the spectrum sensor to scan for a long
time until the desired number of IQ) samples have been received by sensing unit

and further processed by compute unit.

e Sensing Time: We have seen before in Chapter 4 that increasing the sensing time
had an adverse effect on the performance of the compute unit. More Sensing time
means getting more number of samples and wait for more time until we get the
number of samples required to achieve the desired accuracy. Although, we see that
the using the improved asynchronous callback method reduces this dependency to
a great extent but still the final performance is linearly proportional to the sensing

time.

e FFT Size/ Number of FFT Bins: Fast Fourier Transform calculates the power
spectral density for individual frequency bins and is a known algorithm in spectrum
sensing community. The Algorithmic complexity for FFT has been reported as
O(NlogN) which means more the number of IQ samples to be processed, more be
the computational overhead of FFT. We also observed the same behavior on both

of our compute platforms for running the FFT.

All the above three factors and results we have discussed in previous chapters as
well. Now we are going to discuss two new factors in this chapter. For brevity,
we show results for only one of our sensing platform - RTL-SDR and one of the
computing platform - Raspberry PI 1, although the similar behavior has been
observed on other computing platforms as well. We use the Energy based detection

techniques for the following experiments.
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e Block Size: To see the effect of block size, we run the Energy based detection
algorithm with Sample rate of 1IMSps and FFT size of 512. We run our code from
the minimum block size supported by RTL-SDR dongle (512) to the maximum
block size (4096*16*65536). Figure 5.7 (A) shows the results for block size of
1024,2048 and 4096. We see a linear improvement in the latency after increasing
the block size. The minimum legitimate block size is 1024 in this case (twice the
size of FFT). A smaller block size can not be used and takes up the same latency
as with the default block size(16*16*65536) which is very high (about 1250ms) for
sensing time of about 10ms. For Maximum block size, latency is about 20503ms

for a sensing time of 100ms.
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FIGURE 5.6: Higher block sizes hindering the performance of mobile sensor

In Figure 5.6, we try to explain the behavior of change in observed latency for
increased block size. The USB buffer gets data from the device in terms of blocks.
When block size is small, the time to perform computation on this block is also
small. Note that the computation is going in parallel so if computation finishes be-
fore the next block is available, the time invested reading blocks to the USB buffer
dominates in deciding total computation overhead. However when computation
time is greater than the block reading time, event handler can not read next block
until current block finishes the computation. This creates extra overhead for large

block sizes and increases the total computational latency further.

e Sample Rate: We see before that for a sample rate about 1MSps, it is block size

which hinders the performance but we also found that at high sample rates, it is
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FIGURE 5.7: Performance Results for varying block size and sample rate

sample rate itself which affects the performance. We use the similar configurations
as before for this experiment as for the block size, only difference is that we used a
fixed block size of 1024 in this case and reported the results with respect to change
in latency. Figure 5.7(B) shows the results for this experiment. Before we discuss
the results, note that RTL-SDR does not support all sample rates. We are using
Elonics E4000 tuner and only supported sample rates are 225-300 MSps and 900-
2.4MSps. Elonics does not support sample rates in between 300 and 900 MSps. We
did not observe any particularity in behavior till 1MSps, however after 1MSps, we
see a degradation in performance. As seen in figure 5.7 (B), for a very low sample
rate the latency is very high (as expected) but for 1Msps, 1.5Msps and 2.04 Msps
respectively, we do not see much change in latency. We expected almost about half
throughput on a double sample rate (2.04MSps) for example. We also observed
that using sample rates of uneven numbers (not a power of two) have an adverse
impact on the performance that may be due to architectural level optimizations

for even sized blocks. We discuss and understand the behavior below.

For high sample rates, the overhead induced by sample rate itself is much higher.
Figure 5.8 try to explain this behavior. Here, We look at only the timeline of
one block (from t0 to t1) and see how at increased sample rate this time gets
increased. In the figure, it can be seen that (tx — t0) is the time taken for the
computation for one block. As discussed before, if this time is less than the time
to read one block into the USB buffer, the block reading dominates. However,
at higher sample rate, we need to read more number of blocks in the same time
that makes us do more computation in the same time (which is not possible due
to CPU cycles constraints) thus increasing the overall time by a great factor. In
general, we can also intuitively say from this behavior that more the sample rate,

more number of blocks we need to read and more is the computation we need to
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Chapter 6

System Design and

Implementation

In this chapter, we develop a real time end-to-end indoor distributed system for mobile
spectrum sensing using the prototypes discussed over the course of this thesis. We first
discuss our proposed design followed by the technical challenges and design choices. We
then describe the implementation details of our experimental setup and finally, wrap up

the observations and experimental results.

6.1 System Design/Methodology

In this section, we describe our proposed architecture that integrates mobile sensors
and Whitespace secondaries along with a cloud-based spectrum server that builds the
spectrum occupancy map (or radio environment map) by collecting data from these
mobile sensors and take decisions for the secondary devices to operate in the best avail-
able channel. This allows secondary devices to operate in multiple Whitespace channels

depending on the availability at a particular location/time in an indoor environment.

Figure 6.1 shows a block diagram of this distributed system; we call it Wings Whitespace
System. MSS1,..,4 refers to four mobile spectrum sensors. All These mobile sensors have
access to the internet via any traditional (here WiFi) interface. Sensors scan a particular
TV spectrum and upload the power spectral density results for individual frequency bins
along with their location to the spectrum server. Spectrum server further collects this
distributed data and builds a spectrum occupancy map by predicting power spectral
density for other locations (points) in the area (boundaries for this area are already

defined because we are in indoor environment so GPS can not be used to access the
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location). Now, we move a mobile secondary nearby the small Whitespace cell (within
this indoor area only, See Figure) which transmits a signal in the same channel, already
being used by this cell. This creates an interference between the Whitespace AP and
client. The task of spectrum server is thus to detect this interference at secondaries
location without actually sensing there. Based on the information obtained from other
four mobile sensors in area, server can predict the power spectral density at the lo-
cation of Whitespace Cell and instruct Whitespace AP to switch to another available
channel (already known to server) at their location. The Whitespace AP further in-
structs Whitespace Client to switch to this new channel and then switches its channel
also. Spectrum server communicates with Whitespace cell using any control channel
(here WiFi) while Whitespace AP has two different interface - control interface(WiF1i)
to talk to the spectrum server and another interface capable of sensing in TV band, say
Whitespace interface. Whitespace Client has only one interface; the TV band sensing
interface. Whitespace AP and Whitespace Client can also use another interface to be

used as control channel but we do not need it here for our purposes.

WhiteSpace Cell
T

Interfering Mobile Secondary

Channel Utilization Info

Spectrum database

Cloud Based Spectrum Server

MSS 1
MSS 2 MSS 3

MSS 4

fteSpace

—Z—1—" Interface
WiFi

—7Z—Z=" Interface

FIGURE 6.1: Wings Whitespace System Architecture

6.2 Technical Challenges/Design Choices

Before we discuss our actual experimental setups and results, we discuss in brief about
different components of our testbed individually, design challenges, implementation

choices and steps taken to simplify the setup.
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1. The First thing to note here is that we are in an indoor environment. Spectrum
Server needs to know the locations of mobile spectrum sensors to build a spectrum
occupancy map, but there are no GPS like technologies available in the indoor
environment. Indoor localization is a wide area of research already. As we are only
developing a prototype system in an already known environment; we can create
a floorplan of this indoor environment in advance. We can do so by dividing the
whole area into a rectangular grid of small cells and further map this information
over the two-dimensional coordinate system. Size of the cell is not of much concern,
as Whitespace availability does not change much over this much short distances.
Figure 6.2 shows one such floorplan used in our work.
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FIGURE 6.2: Floorplan

2. We mentioned before also that we are using four mobile spectrum sensors here.
Although we use all four compute platforms, referred to in chapter 2 here, we
limit ourselves to only one sensing device for this particular work - RTL-SDR, for

convenience. We discuss it later in detail.

3. Spectrum server needs to predict the power spectral density for all the locations
in the indoor area by using these four values (from four mobile sensors) only. This
can be done by interpolating these values over the complete 2D space, as shown in
the floorplan. We used Inverse distance Weighting (IDW) [65] [66] [67] [68] for the
interpolation. IDW is a well-known deterministic method for interpolation. It uses
the weighted average of the known values to predict the values for unknowns. The
weights are assigned as an inverse of the distance to the known point. The basic

idea is fairly straightforward, more we move away from the known location, more
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be the loss in signal (See path loss model [69]) and its impact on at the unknown

point.

The basic equation to predict the power spectral density of all the unknown points

using the IDW interpolation thus can be formed as follows :

N
P(]) = 4 ZimpwilDPs '

where

_ 1
4P

w; (1)

, D being a positive real number (2 in our case).

Here, w;(l) denotes the weighting function; N is the total number of points on
our floorplan(12*22), [ refers the unknown locations while i refers to the known

locations.

. We have used four mobile sensors here, two being the smartphones - Nexus 5 and
Samsung Galaxy S4. We have already discussed a lot about them in previous
chapters. Raspberry PI being the third one is very slow in nature. The fourth
device is Beaglebone Black is being used as a counterpart of Raspberry PI which
may not be suitable for all applications. For all spectrum sensing devices (except
RTL-SDR), we also need to deploy GNURadio driver code onto all compute plat-
forms. Although it seems like a trivial task, it can be very challenging to install
and cross-compile GNURadio for these devices due to architecture and memory
limitations. There are existing images of Raspbian (The default OS for Raspberry
PI) [70] and Debian/Ubuntu [71] pre-compiled with GNURadio and other neces-
sary spectrum sensing applications. It is convenient to install these full images
rather than installing the GNURadio from source by cross-compiling or from the
repository. We also need to expand the file system to include the entire sdcard
because GNURadio being hefty in size may need swap space to install perfectly
but these devices do not have that much space on the sdcard. Default sdcard
may not permit or allow this by default. We have expanded the file system to
whole sdcard for our work. Although suggested sdcard size is 8GB atleast, we
have used 64 GB sdcard. The more secondary storage always helps on these low-
power devices. Also, it takes more than 24 hours to install the GNURadio on
Raspberry PI 1 while about an hour on the BeagleBone black. This clearly shows
that Raspberry PI 1 is not suitable for to operate with these high-end spectrum
sensing devices(except RTL-SDR) although we have seen before that RTL-SDR
works successfully and pretty well with the device. Although we were successful in

running GNURadio applications using BeagleBone Black, we use only RTL-SDR
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in our setup because all these sensing devices reports power spectral density in
dB (not dBM) and in order to calculate the real power present at a location, we
need to calibrate the device with respect to some ground truth. We preferred to
avoid this for our purposes and limit ourselves to only one type of sensing device
- RTL-SDR.

. To realize the actual spectrum occupancy, server need to generate the spectrum
occupancy map from the interpolated data for the whole area. This can be done by
creating a Radio environment map (REM) in the form of a heatmap of the power
spectral density for all locations. For generating the static heatmap, we used the
R heatmap[72] library while for generating dynamic heatmap, heatmap.js [73] like

libraries can be used.

. To create a Whitespace small cell in our indoor environment, we need to have two
devices that are capable of talking to each other in TV band and can be used as

a Whitespace AP and Whitespace Client. there are few major concerns here :

e The very first question is which hardware platform is better to use as the
underlying hardware for AP and client. The Gateworks Avila GW234x series
Processor boards [74] seems an excellent choice for developing small cell wire-
less networks. These are low-cost, low-power (DC 12 to 24 V, 1 A) boards

that are well built and flexible as well.

e We also need to choose an operating system to run on these boards. Although
any flavor of Linux Operating System can be used ideally, using OpenWRT
OS has been a preferable choice on these boards for practical purposes. The
firmware program is highly optimized for size, to fit into the limited stor-
age and memory available on these devices. The Avila boards also have
small memory and storage limitations (IXP425 operating at 533MHz, 64Mb
SDRAM, and 16Mb Flash memory). An OpenWRT support package is al-
ready included with these boards for Linux OS. The board also have an
RS-232 Serial Port that can be utilized to get access to the OpenWRT con-
sole using a Linux Machine (with a USB port) with the help of any terminal

emulation program. We used picocom [75] for our work here.

e We also need an interface capable of scanning the TV spectrum.We have
used the Ubiquiti Mini-PCI XtremeRange7 (XR7) 700MHz for our purposes.
These boards provide only two Type III Mini-PCI slots, out of which one
can be used for XR7 while another one can be used with any traditional
WiFi Card. Although these cards do not scan in the real TV spectrum range
(470-698 MHz) but it can be discounted considering the current technological

limitations and making a case in the nearby spectrum range (it supports
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FI1GURE 6.3: Whitespace Access Point analogy with Avila Board and actual experi-
mental setup

700 MHz) can also motivate the same idea. These XR7 cards support three
different channel widths and four frequencies - 763M(5MHz), 768M (5,10,20
MHz), 773M (5,10,20 MHz) and 778M(5Mhz) respectively. Figure 6.3 (A)
shows this anology by using an Avila board that can be used as Whitespace
AP using a 2.4G WiFi card as a control channel and an XR7 card as the
main channel. The board also includes two 10/100 Base-TX Ethernet ports

that can also be utilized for the control interface.

e Almost all modern platforms currently rely on ath9k driver for supporting
PCI/PCI-E WiFi devices. we are not using WiFi in particular which operates
on 2.4G rather relying on XR7 which is not currently supported by ath9k
driver. One possibility to use these cards on OpenWRT is to modify the driver
code so as to support these cards but that may be an another complete piece of
work in itself. Ubiquiti provides a radio driver or they call it ” Ubiquiti HAL”
which is a modification of the old madwifi driver. A feasible and convenient
approach is to use this driver on OpenWRT OS. Everything seems great
with this driver but it does not support beyond the old Linux 2.6 kernel, the
current Linux kernel version supported by default in modern OSes is much
higher. We need to switch back to the 2.6 kernel with OpenWRT firmware
and install the modified Ubiquiti HAL to support these XR7 devices on Avila

boards successfully.

e It seems like everything is setup now for our experiments but we also need to
develop core applications for our work that would allow the AP and client to
communicate with each other. A preferable and probably the most feasible
choice is to develop C applications but as mentioned before, these boards
have very less memory and storage and even standard libraries like libc are
not available by default with the default OpenWRT installation. It is also

not a suggested way to cross-compile these libraries for these boards. Rather,
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root@openWrt:~# ./cust.sh

./cust.sh bir_rate channel_no channel_width txpower

root@openWrt:~# ./cust.sh 6 6 10 27

Interface doesn't accept private ioctl...

turbo (8BE®): Invalid argument

changing to 10Mhz

chan: 6

root@openWrt:~# iwlist ath® channel

athoe 2 channels in total; available frequencies :
Channel 05 : 768 MHz

Channel 06 : 773 MHz
Current Frequency:773 MHz (Channel 6)

root@openWrt:~# ./cust.sh 6 6 5 27
Interface doesn't accept private ioctl...
turbo (8BE®): Invalid argument
changing to 5Mhz
chan: 6
root@openWrt:~# iwlist atho channel
atho 4 channels in total; available frequencies :
Channel 04 : 763 MHz
Channel 05 : 768 MHz
Channel 06 : 773 MHz
Channel 07 : 778 MHz
Current Frequency:773 MHz (Channel 6)

FIGURE 6.4: OpenWRT Configuration 1

OpenWRT works in a unique way here, it provides a SDK based on the ar-

chitecture, OS version, processor family of the device and host architecture

1. Figure 6.5 shows one configuration of the board when it is idle, showing

the OS version(Kamikaze 8.09.1, quite old not officially supported by Open-
WRT now but need to use it as we are using an older kernel) and processor
information(XScale IXP42x Family rev 2, v5b).

root@openWrt:~# cat /etc/banner

Il

I —

|_|WIRELES

(8.09.1, unknown)

Vodka shake well with ice and strain
Triple sec mixture into 10 shot glasses.
lime juice Salute!

# cat /proc/cpuinfo
: XScale-IXP42x Family rev 2 (v5b)
: 532.48
: swp half fastmult edsp
implementer : 0x69
architecture: 5TE
variant : 0x0
part 1 Ox41c
revision 12
Cache type : undefined 5
Cache clean : undefined 5
Cache lockdown : undefined 5
Cache format : Harvard
size 1 32768
assoc
line length
sets
size
assoc
line length

: Gateworks Avila Network Platform
: 0000
: 0000000000000000

root@penWrt:~#

FIGURE 6.5: OpenWRT Configuration 2

1A host machine can be any regular Linux machine where we can cross-compile and develop the
applications for Open WRT using SDKs
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Baseband Modulation

Based on this information, it seems straightforward to download the SDK
from OpenWRT repository. There are multiple SDKs that should work based
on the above information, we tried with the Kamikaze 8.09.1 (the obvious
choice) SDK, Kamikaze 8.09 SDK and Kamikaze 7.09 SDK as well but we
could not be able to run it successfully for cross compilation purposes. We
also tried the OpenWRT-SDK-ixp4xx-2.6-for-Linux-i686 but this one could
not work as well. Out of all the possibilities, only one SDK, OpenWRT-
SDK-ixp4dxx-2.6-for-Linux-x86_64 works finally, and we can cross-compile the
applications for these boards. We can copy them using any remote application
program (like scp) from the host machine to the boards utilizing the WiFi or
Ethernet interface. We can install them on the boards with the help of opkg
package installer (Available by default with OpenWRT). We also need to
install the uclibc and libpthread for the OpenWRT using the same installer,
already available in the pre-compiled SDK tools. Figure 6.4 shows another
configuration of the board in which we change the channel width from the
default 20 Mhz to 5 Mhz. We developed a utility called cust.sh (cust refers to
the customization) which allows us to control the change the channel number,

channel width, bit rate and transmit power as well.

Constant @ Complex Sinusoid Uniform Noise Gaussian Noise Sweep Two Tone

Frequency (Hz): |30

Center Frequency
773M

RF Frequency: 773M

Amplitude

Level (0.0-1.0): | 95.499.

TX Gain (dB): |63

Sample Rate

DSP Frequency: 1.07288

3m

Sample Rate (sps): 1M

UHD (003.009.git-171-g51bc00ee)
Motherboard: B210 [3078618]
Daughterboard: FE-TX2

Subdev: A:AA:B
Antenna: TX/RX

FIGURE 6.6: Transmit a tone using GNURadio uhd_siggen_gui application for creating

interference in 773M

To create the interference, we need to transmit a signal in the same channel
as used by the Whitespace cell. For this, we can use USRPs or BladeRF that
can act as transmitter and receiver as well. We used USRP B210 and with

the help of GNURadio uhd_siggen_gui program, figure 6.6 shows the working.
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We can generate any kind of signal in general but choose to generate a tone
for convenience. We can then detect the tone at the receiver end by using
feature based detection that should show a high power in the transmitted
center frequency. See figure 6.7 which shows the presence of a tone in 773MHz,
our center frequency of the transmitted signal, received using the GNURadio

osmocom _fft program with the help of RTL-SDR.
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FIGURE 6.7: Receiving the signal transmitted by interfere using GNURadio osmo-
com_fft and RTL-SDR to detect the interference in Whitespace Cell

6.3 Experimental Setup and System Implementation

To develop the actual testbed for this experiment, we first created a Whitespace cell
consists of Whitespace AP and Whitespace Client using the Avila boards running Open-
WRT boards as mentioned before. Location of WS client and WS AP can be seen in
the figure 6.2. The AP and client are initially talking to each other in 777M frequency
(Channel 5, 5 MHz width). Now, we deployed our four sensors at respective locations
(See Figure 6.2), all using RTL-SDR as the sensing platform. The device scan the spec-
trum keeping center frequency 773M and use feature based detection to calculate the
power present in Channel 5. Spectrum Server is continuously applying interpolation
over the received power values and predicts the power spectral density for Whitespace
cell. Now, we start moving our interfere around the Whitespace cell white generate the
interference in channel 5. The mobile sensors detect a high power with feature based de-

tection in 777M frequency bin and report it to the spectrum server. Spectrum server also
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FIGURE 6.8: Communication flow between Whitespace Cell and Spectrum Server

detects (after performing interpolation) that the predicted power values are somewhat
higher than the normal scenario for the Whitespace cell and makes a decision about
instructing Whitespace AP to change to an available channel at the location of Whites-
pace Cell. In our experiments, we assumed that this new channel was already known to
us (We scanned the spectrum before and verified it also). Also, Both Whitespace AP
and Whitespace Client works in a producer-consumer fashion. Producer gets data from
one interface and put it into the producer buffer while consumer vacates the producer
buffer, use the information obtained to instruct the system for doing respective changes
and talk to another interface (if required). The Spectrum server and Whitespace Cell
talk over a basic UDP-based protocol to communicate further. Figure 6.8 shows the

working of this protocol. The Protocol is described below.

Communication Protocol: The protocol is very simple and straightforward in nature.
We have divided the complete communication into several steps. We describe each of

these steps below in detail:

1. Spectrum server instructs and sends a UDP message to the Whitespace AP for

changing to a new channel (channel 6 here) over the cloud using WiF1i interface.
2. Whitespace AP receives the message over WiF1i interface from the cloud.
3. Producer gets the message and put channel number into the producer buffer.

4. Consumer reads the message, vacate the producer buffer and put it into the con-

sumer buffer.
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Client-socket() sockfd is OK.

Using port: 4950

Client-sendto() is OK...

sent 1 bytes to 1.1.1.6

Client-sockfd successfully closed!

AP switches to new channel ...

Interface doesn't accept private ioctl...
turbo (8BE®): Invalid argument

changing to 5Mhz

chan: 6

AP Waiting and listening for instruction from Spectrum Server ...
Server-recvfrom() is OK...

AP receives packet from Spectrum Server (IP: 2.2.2.1)
Server-Packet is 1 bytes long

producer: produced 5.

Spectrum Server says - Interference detected at client location ..
Spectrum server says - Switch to channel 5.
AP instructs client to switch to channel 5
AP Sends 100 UDP packets to the client..
Consumer: Switch to channel 5.

AP Waiting ...

Client-gethostname() is OK...
Client-socket() sockfd is OK...

Using port: 4950

Client-sendto() is OK...

sent 1 bytes to 1.1.1.6

Client-sockfd successfully closed!

AP switches to new channel ...

Interface doesn't accept private ioctl...
turbo (8BE@): Invalid argument

changing to 5Mhz

chan: 5

FIGURE 6.9: Whitespace AP

Server-socket() sockfd is OK...
Server-bind() is OK...
Client Waiting and listening for instruction from AP
Server-recvfrom() is OK...
Client got packet from AP (IP: 1.1.1.5)
AP-Packet is 1 bytes long
produced 6.

: Interference detected ...
AP says: Switch to channel 6 ...
consumer: Switch to channel 6.
Interface doesn't accept private ioctl...
turbo (8BEO): Invalid argument
changing to 5Mhz
chan: 6

Client Waiting and listening for instruction from AP ...
Server-recvfrom() is OK...
Client got packet from AP (IP: 1.1.1.5)
AP-Packet is 1 bytes long
producer: produced 5.
AP says: Interference detected
AP says: Switch to channel 5 ...
consumer: Switch to channel 5.
Interface doesn't accept private ioctl...
Invalid argument

FIGURE 6.10: Whitespace Client

62



Interference Throughput
achieved in Mbps

None 1.02

Moderate 0.6

Weak

Moderate 0.3

Strong

Strong 0.034

TABLE 6.1: UDP Throughput Table

5. Consumer instruct the XR7 interface to switch to new channel and sends UDP

message to the Whitespace Client for the same.

6. The Whitespace AP waits for some time after sensing UDP messages to the client
before it changes its channel so as to ensure the delivery of message to the client

and then change its channel.
7. Whitespace Client receives the message over XR7 interface.
8. Producer on Whitespace Client reads the new channel info into producer buffer.

9. Consumer vacates the producer buffer on Whitespace Client and instructs the

system to change its channel.

Figure 6.9 and 6.10 shows a real communication flow between the Whitespace AP and

Whitespace Client.

6.4 Observation/Experimental Results

In this section, we discuss our observations and results from the experiments mentioned

above.

1. We first see the UDP throughput for the communication between the Whitespace
AP and Whitespace Client in two scenarios - 1) When there is no interference
and 2) When there is an interfere roaming around the Whitespace Cell. To create
the interference, we further have few choices - we can transmit a very strong
signal which can completely block the communication between Whitespace AP and

Whitespace Client or we can transmit a very weak signal that may have no impact
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between the communication. We can change the signal strength by changing the
Transmitter Gain(dB) in the transmitter settings. In our experiments, we change
the transmitter gain in four settings - None (Gain = 0), Moderate Weak (Gain =
30 dB), Moderate Strong (Gain = 65 dB) and Strong (Gain = 80dB). Table 6.1
show the UDP Throughput results for the four settings as indicated by running
iperf UDP tests over 500 runs for each setting.

FIGURE 6.11: Heatmap

2. Spectrum Server creates a Radio Environment Map to look at the spectrum occu-
pancy in real time by applying the interpolation over the data uploaded by four
sensors. We see in figure 6.11 the individual location of all the sensors, interfere
and Whitespace Cell. We see that the sidewalls present in our indoor environments
have a great impact and the right side of the heatmap show almost no presence
of the signal. On the left side although we see a healthy presence of signal. As
mentioned before, we use the feature based detection for this experiment which
we discussed in 2 also that it can detect the presence of a moderate signal. As
we do transmission for a moderate strong signal for this experiment, we see that
interpolation can detect the presence of signal in some amount (it is not entirely
yellow but there is an effect of red also which highlights the presence of a signal).
It also generate confidence in our understanding of the feature based detection
that it can detect a moderate signal that may not have been detected if energy

based detection would have been used otherwise.
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Chapter 7

Conclusion and Future Work

The exponential increase in cellular data traffic is putting more stress day by day on
the limited available spectrum. With FCC rule of deregulating the TV Spectrum for
unlicensed use, there is a growing interest to exploit this spectrum in a shared oppor-
tunistic manner. The current popular approaches rely either on inaccurate model based
database services or utilizing the costly and bulky spectrum analyzers that are not suit-
able for high granularity. We anticipate that mobile spectrum sensing may provide the
tremendous amount of spectrum situation awareness with fine granularity compared to
these existing solutions. However, limited computation and energy budget present on
these mobile devices have always been a question of interest in the community for using
these devices for spectrum sensing. In this work, we propose the design of a mobile
spectrum sensor prototype utilizing modern off-the-shelf USB-powered software defined
radios and commodity mobile devices. The study evaluates the performance of sensing
and computation of mobile spectrum sensor. We observed different latencies and power
values related to our sensing devices and numbers observed make us believe that the
sensing cost is not a major concern for these devices. Retuning being one of the most
important aspect consumes very little latency. Also, the power consumed by these SDRs
in sensing state is also very low compared to the existing high-end devices which fur-
ther motivates the idea of using these devices in a realistic scenario. As we have used
all the existing low-power SDRs available in market, the comparison between various
latency and power aspects among them have been provided here and can certainly help
to choose the best sensing device based on the actual needs of spectrum sensing. On
the other end, we also study the computation and energy overhead of well known spec-
trum occupancy algorithms on mobile devices and embedded computers and found them
very computation intensive with respect to the sensing time in our initial serial design.
Sensing time being the important accuracy aspect can not be reduce to very low, so

we proposed a modified pipe-lining approach to reduce this overhead . The improved
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approach works great and reduce the sensing time overhead by a great factor and com-
putation time further depends only on the FFT computation. The latency overhead for
FFT execution although seems reasonable, it also starts to degrade the performance on
higher FFT bins. We propose to utilize the GPU device on mobile devices for higher
FFT bins and observed that GPU provides a drastic improvement for higher bin FFT.
We found that energy consumed by compute devices is proportional to the latency. We
also report the parameters that we believe impact the performance of mobile sensors in
general and right set of value for these parameters is required for effective sensing task.
We finally developed a real-time distributed system utilizing these mobile sensors where
they sense and upload the spectrum occupancy information to a central cloud-based
spectrum server which creates an spectrum occupancy map from this information so as
to detect the interference at the location of secondaries and instructs them to switch to

some other available channel at their location.

After performing this evaluation study, we believe that the entire fuzz about the compu-
tation and energy needs of mobile spectrum sensing is not a entirely true story and with
right set of parameters under right constraints, mobile spectrum sensing can be used as
as effective and efficient solution to realize spectrum occupancy in fine granularity for

next generation networks.

In our study, we did not try to optimize and touch each and every aspect related to
mobile spectrum sensing and we believe that they all can be part of the future work.
In particular, a model to evaluate the performance of any software defined radio can
be developed by conducting similar experiments on other devices and utilizing the in-
formation about the impact of various factors reported in this thesis. Further, The
GPU used in our study is not a high-end GPU and lots of many existing mobile devices
are available with so called high-end GPUs. These can be exploited further to see the
improvements and applications in related areas like wideband sensing. Also the GPU
implementations presented in the study have much improvement scope and may provide
drastic improvements as well if address right. The system proposed in the thesis is a
very basic prototype and have scopes for lot of improvements. A more sophisticated
communication protocol for Whitespace communication can also be developed utilizing

the information presented in this study.

Overall, we think that the biggest contribution of this work is to provide an acceptable
trade-off between the accuracy and performance of spectrum sensing utilizing the mobile
platforms. We hope that this study opens new set of opportunities to exploit mobile

spectrum sensing for the measurement of unlicensed Whitespace spectrum.
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